Ecnu Bbl BUANTE 4TO-TO HEOBbIYHOE, MPOCTO coobwmnTe MHe.

YeTbipe Tuna MeTpuk
npomMmeTed

MeTpukun npomeTted

First things first. There are four types of metrics collected by Prometheus as part of its exposition

format:

CyeTynkm

HaT4ymnkn

['McTporpammel

CBoakKa

MpomeTen xoamnT no HTTP To4ykaMu AoCcTyna, KOTOPbIE BbICTABAAT MeTpuUKM. OHM MOryT ObITb
€CTeCTBEHHO BbICTaB/1I€Hbl KOMMOHEHTOM, KOTOPbII MOHUTOPUTCSA UJIN MOXKET BbICTaBNATbLCA Yepes3
OOVH U3 COTHW 3KCMOPTEPOB NMpoMeTesn Cco3faHHbIMM coobuiecTBOM. NpomeTen NpefocTaBnseT
KJIMEeHTCKMe bnbnnoTekn onsa passinyHbiX A3bIKOB MPOrpamMmMUPOBaHUS, KOTOPbIE Bbl MOXKETEe

MCnoJsib30BaTb B CBOEWM Koae.

MogeT cbopa paboTaeT xopowlo, Koraa MmoHutoputca K8s knactep, 6narogapa obHapy>XeHuto
CEepBUCOB 1 pacrnpeneneHHon obLien ceTn BHYTPU KiacTepa, HO C/I0XKHEee MOHUTOPUTbL Korga 3To
AVHaMmunyecknm Habop mawwmnH, AWS Fargate koHTenHepbl nan Lambda dyHKunm ¢ NMpomeTeeM.

Moyemy?

CnoxxHo onpenennTb TOYKN cbopa MeTpUK, N AOCTYMNbl K 3TUM TOYKaM MOryT BbITb OrpaHNUYEeHHbI
ceTeBOMW MONUTUKON. YTOObI pelinTb HeKoTopble U3 3Tux npobnem, coobLecTBo BbINYCTUIO0
Prometheus Agent Mode B KoHLe 2021 rofa, KOTopbI coObMpaeT TONIbKO METPUKM U NMOCbIIaeT nUx

B CUCTEMY MOHUTOPUHIA NCMONb3YS yOA/I€HHbIA MPOTOKO 3aMnuncu.



MpomeTen moxeT cobupaTb MeTpukn B obonx Bupgax Prometheus exposition n the OpenMetrics. B
obounx cryvasx, METPMKU BbICTaB/IeHHbI Yepe3 HTTP n ncnonb3yoT npocTbie hopMaThl
OCHOBaHHbIe Ha TeKCTax(B OCHOBHOM LLUNPOKO U3BECTHbIe) nnn 6onee ahheKTUBHbIE N Kpernkne
dopmMaTbl Byepuns3npoBHHbLIX NPOTOKON0B. OgHO 60sbLLIOE NPENMYLLLECTBO TEKCTOBLIX (hOPMaTOB
TO, YTO OHW NErko BOCMPUHMMAKOTCS YE/I0BEKOM, YTO 3HAYUT Bbl MOXKETE OTKPbITb B Bpay3sepe nan

MCNoNb3BaTb MHCTPYMeEHTbI TNa curl, 4Tobbl NONYYNTL TeKyLLlee COCTOAHNE METPUK.

MNpoMeTeln NCMoJsib3yeT 04YeHb MPOCTY MOAESNb C YETbIPbMSA TUMAMN METPUK, KOTOpPbIE
NoaJEepP)XXMBAOTCA B KIMEHTCKON bubnnoTteke. Bce BUAbl METPUK OTPaXKeHbl B popMaTe
BbICTaBJIEHMS UCMOJIb3YOLWMA 0AMH A HABOpP NPOCTbIX TUMOB AAHHbIX JIEXALLNX YPOBHEM HUXKE.
Twun 3TUX OAHHbIX BKJOYAET Ha3BaHNE MeTPUKM, Habop MapKUPOBOK, 1 3HAYEHUA C MJlaBatoLLen

3anaTon. OTMeTKa BpeMeHn fobaBnsaeTcs cepBepoM MOHUTOPUHIA B MOMEHT cbopa AaHHbIX.

Ka)KabI YHUKasIbHbIA HAabop MMeHN MeTpPUK 1 Habop MapKpUPOBOK onpenensieT uenb C

OTMEeTKaMun BpemMeHn n 3aH4eHAMUN C njaBatoLLEen 3anaTomn.

HekoTopble LOrOBOPEHHOCTU UCMOJIb3YIOTCA OJ19 OTPa>KeHUS Pa3JINYHbIX TUMOB METPUK.

O4eHb NonesHoe CBONCTBO hopMaToB MNpoMeTes B TOM, YTO OH MOXXeT 06beaNHATL MeTadaHHbIe C
MeTpuKamMu Ans onpefeneHn nx Tuna u npenocTaBsieHns onmcaHusa. Hanpumep: MpomeTei
AenaeT 3Ty UHQY OOCTYMNHOW, a padaHa ncnonb3yeT €€, 4Tobbl OTPAXKMTb KOHTEKCT
NoJsib30BaTEs0, KOTOPA NMOMOraeT UM BblbpaTb NPaBU/IbHbIE METPUKN U NPUMEHUTL MPaBusibHbIe

PyHKUMM PromQL

NccnepnoBaHne MeTpuk B FpadaHa OTpParkaeT CrMCOK NPOMETENCKNX METPUK U NMOKa3biBaeT

OOMOJIHUTENIbHbIN KOHTEKC O HUX.

Mpumep bopMaTa MeTpPUK nosiydyaembix lNpomeTeem:

# HELP http requests total Total number of http api requests
# TYPE http requests total counter
http requests total{api="add product"} 4633433

au # HELP mcnonb3yeTcs Ans npenocTtaB/eHnda onmcaHnsa MEeTPUK, a # TYPE Tun

MEeTPUKMN.




Tenepb NocMOTPUM NogpobHee Ha Kaxkay U3 MeTpuk MpomeTest B hopMaTe BbIBOAA.

CyeTyYnKkKN

CHeTynkun NCMOoNb3yrTCA ON1A N3MepeHNA KOTOPblE TOJIbKO YBEJINHNBAKOTCA. OTclofa oHW BCcerpga
CKJ1agblBalOT UX 3Ha4eHNA U MOIryT TOJIbKO yBeJIN4YNBaATbCA. OAOHO NCKJIIOYEHME: KOrda CHEeTYUK

nepe3anyLleH, B 3TOM CJly4ae 3HavyeHue cbpacbiBaeTCsi B HOJIb.

Ha camoMm gene 3Ha4YyeHMe CHeTYMKa He 04eHb NON3eHO caMo o cebe. 3HavyeHMe cHeTuUYMKa YacTo
ncronb3lyeTca 024 BblHNCNEHWNA pa3HUbl MeXXay ABYMA BPeMeHHbIM OTMEeTKaMn Nin

onpeaneneHna nasMmeHeHnsa BO BpeMeHMN.

Harlpleep: TUMNNYHbLIN cnyqa|7| MCMNoJsib30BaHUNA CHETHUKa - U3MepeHne Koan4ectea APl BbI30BOB,

4YTO ABNAETCA N3MepeHneM KOTopoe yBeJIn4YNBaeTCA:

# HELP http requests total Total number of http api requests
# TYPE http _requests total counter
http requests total{api="add product"} 4633433

NMa MeTpuKM http request total , y METPUKU €CTb TOJIbKO 1 ApPbIJIK Ha3blBaeTCA api CO
3Ha4YeHmem add product W 3HA4YeHMe cHeTymka: 4633433, DTO 3HAYUT, 4TO add product API Obin
B3blBaH 4 633 433 pa3 Cc nocnegHero 3anycka 3Ton meTpuk. CHeT4nkm 0bbIHHO NOMEeYarTCH

_total cydumkcom.

ABCONMOTHOE YMC/I0 HE JaeT HaM KaKylo-TO MHOpMaLWo, HO KOraa Ucrnosb3lyeTcs pyHKuus rate
n3 PromQL (nnn nobas gpyras), oHa NOMOraeT HaM MOHATb KOJIMYECTBO 3aNpoOCOB B CEKYHAY
rnosiydaemsle APl. PromQL 3anpoc HM>XXe BbIYUCFEeT CpefHuMe 3anpochkl B CEKYHAY 3a nocsegHue 5

MUHYT.
rate(http requests total{api="add product"}[5m])

YT06bI BIYNCINTL abCONMOTHOE U3MEHEHME 3a BpeMEHHOVI nepmnon, Mol 6)/)J,eM MCrnosib3BaTb

PYHKLWMIO KOTOpas Ha3blBaeTCs increase() B PromQL:

increase(http requests total{api="add product"}[5m])



OTo BepHeT obLiee KONMYEeTCBO Ynces 3anpocoB CAeslaHHbIX 3a rnocsegHne 5 MUHyT, 1 310 byaeTt
TO »e 410 1 This would return the total number of requests made in the last five minutes, and it
would be the same as multiplying the per second rate by the number of seconds in the interval

(five minutes in our case):
rate(http requests total{api="add product"}[5m]) * 5 * 60

Other examples where you would want to use a counter metric would be to measure the number of
orders in an e-commerce site, the number of bytes sent and received over a network interface or

the number of errors in an application. If it is a metric that will always go up, use a counter.

Below is an example of how to create and increase a counter metric using the Prometheus client

library for Python:

from prometheus client import Counter
apil requests counter = Counter(
"http requests total',
'Total number of http api requests',
["api']
)

api requests counter.labels(api='add product').inc()

Note that since counters can be reset to zero, you want to make sure that the backend you use to
store and query your metrics will support that scenario and still provide accurate results in case of
a counter restart. Prometheus and PromQL-compliant Prometheus remote storage systems like

Promscale handle counter restarts correctly.

Gauges

Gauge metrics are used for measurements that can arbitrarily increase or decrease. This is the
metric type you are likely more familiar with since the actual value with no additional processing is
meaningful and they are often used. For example, metrics to measure temperature, CPU, and

memory usage, or the size of a queue are gauges.

For example, to measure the memory usage in a host, we could use a gauge metric like:



# HELP node memory used bytes Total memory used in the node in bytes

# TYPE node memory used bytes gauge
node_memory_used_bytes{hostname="hostl.domain.com"} 943348382

The metric above indicates that the memory used in node hostl.domain.com at the time of the
measurement is around 900 megabytes. The value of the metric is meaningful without any

additional calculation because it tells us how much memory is being consumed on that node.

Unlike when using counters, rate and delta functions don’'t make sense with gauges. However,
functions that compute the average, maximum, minimum, or percentiles for a specific series are
often used with gauges. In Prometheus, the names of those functions are avg_over_time,
max_over_time, min_over_time, and quantile_over_time. To compute the average of memory used

on hostl.domain.com in the last ten minutes, you could do this:
avg over time(node memory used bytes{hostname="hostl.domain.com"}[10m])

To create a gauge metric using the Prometheus client library for Python you would do something

like this:

from prometheus client import Gauge

memory used = Gauge(
‘node_memory used bytes',
'Total memory used in the node in bytes',
["hostname']

)
memory used.labels(hostname='hostl.domain.com').set(943348382)

Histograms

Histogram metrics are useful to represent a distribution of measurements. They are often used to

measure request duration or response size.

Histograms divide the entire range of measurements into a set of intervals—named buckets—and

count how many measurements fall into each bucket.



A histogram metric includes a few items:

¢ A counter with the total number of measurements. The metric name uses the _count

suffix.

e A counter with the sum of the values of all measurements. The metric name uses the

_sum suffix.

e The histogram buckets are exposed as counters using the metric name with a _bucket

suffix and a le label indicating the bucket upper inclusive bound. Buckets in Prometheus

are inclusive, that is a bucket with an upper bound of N (i.e., le label) includes all data

points with a value less than or equal to N. For example, the summary metric to measure

the response time of the instance of the add_product APl endpoint running on

hostl.domain.com could be represented as:

# HELP http request duration _seconds Api requests response time in seconds

# TYPE http _request duration seconds histogram

http request duration seconds sum{api="add product" instance="hostl.domain.com"} 8953.332

http request duration seconds count{api="add product" instance="hostl.domain.com"} 27892

http request duration seconds bucket{api="add product” instance="hostl.domain.com" le="0"}

http request duration_seconds bucket{api="add product"”, instance="hostl.domain.com",

le="0.01"} ©

http request duration seconds bucket{api="add product",
le="0.025"} 8

http request duration seconds bucket{api="add product",
le="0.05"} 1672

http request duration_seconds bucket{api="add product",
8954

http request duration seconds bucket{api="add product",
le="0.25"} 14251

http request duration seconds bucket{api="add product",
24101

http_request duration seconds bucket{api="add product",
26351

http request duration seconds bucket{api="add product",
27534

http request duration seconds bucket{api="add product",
27814

http _request duration seconds bucket{api="add product",

27881

instance="hostl.

instance="hostl.

instance="hostl.

instance="hostl.

instance="hostl.

instance="host1l

instance="hostl.

instance="hostl.

instance="hostl.

domain.

domain.

domain.

domain.

domain.

.domain.

domain.

domain.

domain.

com",

com",

com",

com",

com",

com",

com",

com",

com",

le="0.1"}

le="0.5"}

'Le=||1||}

le="2.5"}

‘Le=||5||}

‘Le=||10u}



http request duration seconds bucket{api="add product", instance="hostl.domain.com", le="25"}
27890
http request duration seconds bucket{api="add product", instance="hostl.domain.com",

le="+Inf"} 27892

The example above includes the sum, the count, and 12 buckets. The sum and count can be used
to compute the average of a measurement over time. In PromQL, the average duration for the last

five minutes will be computed as follows:

rate(http request duration seconds sum{api="add product", instance="hostl.domain.com"}[5m]) /

rate(http request duration_seconds count{api="add product", instance="hostl.domain.com"}[5m])

It can also be used to compute averages across series. The following PromQL query would compute

the average request duration in the last five minutes across all APls and instances:

sum(rate(http_request duration seconds sum[5m])) /

sum(rate(http request duration seconds count[5m]))

With histograms, you can compute percentiles at query time for individual series as well as across
series. In PromQL, we would use the histogram_quantile function. Prometheus uses quantiles
instead of percentiles. They are essentially the same thing but quantiles are represented on a scale
of 0 to 1 while percentiles are represented on a scale of 0 to 100. To compute the 99th percentile
(0.99 quantile) of response time for the add_product API running on hostl.domain.com, you would

use the following query:

histogram quantile(0.99, rate(http request duration seconds bucket{api="add product",

instance="hostl.domain.com"}[5m]))

One big advantage of histograms is that they can be aggregated. The following query returns the

99th percentile of response time across all APls and instances:

histogram quantile(0.99, sum by (le) (rate(http request duration seconds bucket[5m])))

In cloud-native environments, where there are typically many instances of the same component

running, the ability to aggregate data across instances is key.

Histograms have three main drawbacks:



e First, buckets must be predefined, requiring some upfront design. If your buckets are not
well defined, you may not be able to compute the percentiles you need or would consume
unnecessary resources. For example, if you have an API that always takes more than one
second, having buckets with an upper bound ( le label) smaller than one second would be
useless and just consume compute and storage resources on your monitoring backend.
On the other hand, if 99.9 % of your API requests take less than 50 milliseconds, having
an initial bucket with an upper bound of 100 milliseconds will not allow you to accurately
measure the performance of the API.

e Second, they provide approximate percentiles, not accurate percentiles. This is usually
fine as long as your buckets are designed to provide results with reasonable accuracy.

e And third, since percentiles need to be calculated server-side, they can be very expensive
to compute when there is a lot of data to be processed. One way to mitigate this in
Prometheus is to use recording rules to precompute the required percentiles. The
following example shows how you can create a histogram metric with custom buckets

using the Prometheus client library for Python:

from prometheus client import Histogram
api request duration = Histogram(
name='http request duration_seconds',
documentation='Api requests response time in seconds',
labelnames=["'api', 'instance'l],
buckets=(0.01, 0.025, 0.05, 0.1, 0.25, 0.5, 1, 2.5, 5, 10, 25 )
)
api_request duration.labels(
api='add product',
instance='hostl.domain.com'

) .observe(0.3672)

Summaries

Like histograms, summary metrics are useful to measure request duration and response sizes.

A summary metric includes these items:



e A counter with the total number of measurements. The metric name uses the count
suffix.

e A counter with the sum of the values of all measurements. The metric name uses the
_sum suffix. Optionally, a number of quantiles of measurements exposed as a gauge using
the metric name with a quantile label. Since you don’t want those quantiles to be
measured from the entire time an application has been running, Prometheus client
libraries use streamed quantiles that are computed over a sliding time window (which is
usually configurable). For example, the summary metric to measure the response time of
the instance of the add_product APl endpoint running on hostl.domain.com could be

represented as:

# HELP http request duration seconds Api requests response time in seconds

# TYPE http _request duration_seconds summary

http request duration seconds sum{api="add product" instance="hostl.domain.com"} 8953.332
http request duration seconds count{api="add product" instance="hostl.domain.com"} 27892
http request duration seconds{api="add product" instance="hostl.domain.com" quantile="0"}
http request duration seconds{api="add product" instance="hostl.domain.com" quantile="0.5"}
0.232227334

http request duration seconds{api="add product" instance="hostl.domain.com" quantile="0.90"}
0.821139321

http request duration seconds{api="add product" instance="hostl.domain.com" quantile="0.95"}
1.528948804

http request duration seconds{api="add product" instance="hostl.domain.com" quantile="0.99"}
2.829188272

http request duration seconds{api="add product" instance="hostl.domain.com" quantile="1"}

34.283829292

This example above includes the sum and count as well as five quantiles. Quantile 0 is equivalent
to the minimum value and quantile 1 is equivalent to the maximum value. Quantile 0.5 is the
median and quantiles 0.90, 0.95, and 0.99 correspond to the 90th, 95th, and 99th percentile of the

response time for the add_product API endpoint running on hostl.domain.com.

Like histograms, summaries include sum and count that can be used to compute the average of a

measurement over time and across time series.

Summaries provide more accurate quantiles than histograms but those quantiles have three main

drawbacks:



e First, computing the quantiles is expensive on the client-side. This is because the client
library must keep a sorted list of data points overtime to make this calculation. The
implementation in the Prometheus client libraries uses techniques that limit the number of
data points that must be kept and sorted, which reduces accuracy in exchange for an
increase in efficiency. Note that not all Prometheus client libraries support quantiles in
summary metrics. For example, the Python library does not have support for it.

e Second, the quantiles you want to query must be predefined by the client. Only the
quantiles for which there is a metric already provided can be returned by queries. There is
no way to calculate other quantiles at query time. Adding a new quantile requires
modifying the code and the metric will be available from that time forward.

e And third and most important, it's impossible to aggregate summaries across multiple
series, making them useless for most use cases in dynamic modern systems where you
are interested in the view across all instances of a given component. Therefore, imagine
that in our example the add_product APl endpoint was running on ten hosts sitting behind
a load balancer. There is no aggregation function that we could use to compute the 99th
percentile of the response time of the add_product APl endpoint across all requests
regardless of which host they hit. We could only see the 99th percentile for each
individual host. Same thing if instead of the 99th percentile of the response time for the
add_product APl endpoint we wanted to get the 99th percentile of the response time
across all APl requests regardless of which endpoint they hit. The code below creates a

summary metric using the Prometheus client library for Python:

from prometheus client import Summary
api request duration = Summary(
"http request duration seconds',
'"Api requests response time in seconds',
[tapi', 'instance']
)

api _request duration.labels(api='add product', instance='hostl.domain.com').observe(0.3672)

The code above does not define any quantile and would only produce sum and count metrics. The

Prometheus client library for Python does not have support for quantiles in summary metrics.
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