Ecnu Bbl BUANTE 4TO-TO HEOBbIYHOE, MPOCTO coobwmnTe MHe.
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e AHaM3 /10rOB.

e YeTblpe TUNa MeTpUK NpomMeTes

e YTO Takoe slornpoBaHue.
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e ddddddddd i ddds

e [l0CTYMa (access_log) — 3anuceiBaloT IP-agpec, BpeMa 3anpoca, opyryt nHpopmMauuo o
nosib3oBaTensx;

e OWNBOK (error_log) — noka3biBatOT haifibl, B KOTOPbIX BbiSiB/IEHbI OLUNOKN 1
knaccnduumpytoT cbou;

e 3arpy3KM CUCTEMblI — C €ro NOMOLLbIO BbIMNOJIHAETCA OT/1afAKa Npu nossneHnn npobnem, B
hann 3anncbiBatOTCA OCHOBHbIE CUCTEMHbIE COBbITUSA, BKAOYasa cbou;

e OCHOBHOW — COOEPXXUT nHpopMauunto o gencTeusx ¢ hanepsosom, DNS-cepsepowm,
anpom cuctemol, FTP-cepBucom;

e 6a3 AaHHbIX — XpaHUT noapobHoOCTKM 0 3anpocax, cbosax, owmbkn B norax cepeepa
oTobparkatoTCa HapaBHE C APYron Ba>kKHOW nHdopMauven;

e Beb-cepBepa — COAEPXKUT NHGPOPMALMIO O BOZHMKABLUMX OWIMOKaXx, obpalleHnsx;
Ins yero Heob6xoaQMM aHaNN3 JIOroB.

e AHann3 paboTbl NPUIOXKEHNS

e AHann3 paboTbl NHPPACTPYKTYPHbI.
Journalctl - ?7??7??°??°7° 2?7?7777
P7070070707

Systemd

e systemd — MeHe[)XKep CUCTEMbI 1 CEPBUCOB
e systemctl — yTunauTa gns npocMoTpa U ynpaBsieHUe CTaTyCoOM CEPBUCOB
e systemd-analyze — npefocTaBnsieT CTAaTUCTUKY MO NPOLLECCY 3arpy3KM CUCTEMBI,

MpoOBepPSAET KOPPEKTHOCTb UNit-hanfioB U Tak XXe MMeeT BO3MOXXHOCTU oTNaakum systemd



MecTo roe MO>XHO HanTU KOHUrypaunum cepBrucoB, AEMOHOB /etc/systemd/system/

e Journald - cMCTeMHbIN AEMOH XXYpHanoB systemd. Systemd crnpoekTupoBaH Tak, YToObI
LeHTPaIM30BaHHO YNpPaBisaTb CUCTEMHBLIMW JIOFaMu OT MPOLECCOB, MPUIOXKEHUA 1 T.4.
Bce Takne cobbiTna obpabaTbiBatoTCca AeMoOHOM journald, oH cobupaeT sorm co Bcen

CNCTEMbI N COXPaHAET NX B 6I/|HaprIX (pa|7|nax.
P00

PP00P007070707 707070 27070707 070?07°7°7°7
journalctl

-e - OTMaTaeT B CaMbIl KOHeL, -f - cNeguTb 3a JloramMn B peasibHOM BPEMEHMN.
P07 07 P0000707?7?
journalctl -p 0O

YPOBHU Ba>KHOCTU:

e 0: emergency (HepaboToCnocobHOCTb CUCTEMBI)

: alerts (npegynpexneHus, Tpebylowmne HeMeoJIEHHOr0 BMelaTebCTBa)
: critical (KpuTnyeckoe CcocTosaHMe)

: errors (ownbkun)

» warning (npegynpexaeHuns)

: notice (yBegomneHns)

. info (MHopMauVoHHbIe coobuleHNs)

°
N o o bW N

: debug (oTnago4Hblie coobueHns)
PPP07°07°07070707° 27 0707070707 ????7°?77
journalctl -b 0

e 0 - TekyLlasa 3arpyska



e -1 - Npowsan 3arpyska

PP DD DDV DDPP DDV VVVVV? D777

journalctl -k

PP PDD VDDV DDV VDDVVD DDV VVVVVVVV??7?

journalctl -u NetworkManager.service
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First things first. There are four types of metrics collected by Prometheus as part of its exposition

format:

CyeTyunkm

HaTymnkn

f'nmcrtporpamMmmsl

CBoakKa

MpomeTen xoanT no HTTP To4ykamMm AOCTyMNa, KOTOPbIE BbICTAaBAAIT METPUKN. OHM MOTFYT BbITb
€CTeCTBEHHO BbICTaBJ/1I€Hbl KOMMOHEHTOM, KOTOPbII MOHUTOPUTCSA UJIN MOXKET BbICTaBNATbLCA Yepes3
OOVH U3 COTHW 3KCMOPTEPOB NMpoMeTesn Co3aaHHbIMM coobuiecTBOM. NpomeTen NpefocTaBnseT
KJIMEeHTCKMe BnbnnoTekn onsa pasnyHbiX A3blIKOB MPOrpamMMUPOBAHNSA, KOTOPbIE Bbl MOXKETEe

MCMNoJIb30BaTb B CBOENM KoJe.

MopeT cbopa paboTaeT xopowlo, Korga moHutToputca K8s knactep, 6naronaps obHapyXeHuto
CepBMCOB N pacnpenesieHHON obLien ceTn BHYTPU KacTepa, HO C/I0OXKHEee MOHUTOPUTb Korga 3T1o
onHaMmunydeckuin Habop mawmH, AWS Fargate koHTenHepbl nnm Lambda dyHkumm ¢ NMpomeTeem.

Moyemy?

CnoXxHo onpenennTb TOYKN cbopa MeTpUK, N AOCTYMNbl K 3TUM TOYKaM MOryT ObITb OrpaHNYEeHHbI
CeTeBOW MOJINTUKON. YTOOLI pelnTb HEKOTOpPbIE 13 3TUX Npobnaem, coobLiecTBo BbIMyCTUIIO
Prometheus Agent Mode B KoHLe 2021 rofa, KOTopbi cobMpaeT TONIbKO METPUKM U NMOCbIIaeT nUX

B CUCTEMY MOHUTOPUHIA NCMONb3YS yOANIEHHbIN MPOTOKO 3aMnncu.

MpomeTen moxeT cobupaTb MeTpukn B obonx Bugax Prometheus exposition n the OpenMetrics. B
obounx cnyyvyasx, METPMKWN BbICTaBNIeHHbI Yepe3 HTTP 1 ncnonb3yoT npocTbie hopMaThl
OCHOBaHHbIE Ha TeKCTax(B OCHOBHOM LLUMPOKO U3BECTHbIe) nnn 6onee ahheKTUBHbLIE N Kpernkne
dopmMaTbl 6yhepr3npoBHHBLIX NPOTOKOM0B. OAHO 60/bLLOE NPEenMYLLLECTBO TEKCTOBLIX (DOPMATOB

TO, 4TO OHW JIETKO BOCMPMNHUMAKOTCA 4€JIOBEKOM, HTO 3HAYUT Bbl MOXKETE OTKPbLITb B 6pay3epe nnn



MCrnonb3BaTb MHCTPYMEHTbI TUMa curl, 4yTobsbI noNy4HYnTb TEKyLlee COCTOAHNE METPUK.

MpomeTen NCnosib3yeT 04eHb MPOCTYI0 MOAESb C YEThIPbMSA TUMAaMU METPUK, KOTOPbIE
NoOJEepP)XXMBAOTCA B KIMEHTCKON bubnnoTteke. Bce BUAbl METPUK OTPaXKeHbl B hopMaTe
BbICTaBJIEHNS UCMOJIb3YOLWMA 0ANH AU HABOpP NPOCTbIX TUMOB AAHHbIX JIEXALLNX YPOBHEM HUXKE.
Tun 3TUX OaHHbIX BKJOYAET Ha3BaHUE MeTPUKK, Habop MapKUPOBOK, 1 3HAYEHUA C MJlaBatoLLen

3angaTon. OTMeTKa BpeMeHn nobaBnseTcsa CepBepoM MOHUTOPUHIa B MOMEHT cbopa AaHHbIX.

Ka)KabI YHUKasIbHbIA HAbop MMeHN MeTpUK 1 Habop MapKpUPOBOK onpenenseT uenb C

OTMEeTKaMun BpeMeHn N 3aH4YeHAMU C njaBatoLLEeN 3anaTomn.

HekoTopble 0OroBOPEHHOCTU UCMONb3YIOTCSA A1 OTPa)KeHUs Pa3sINYHbIX TUMOB METPUK.

Oy4eHb MoJsie3Hoe CBONCTBO hopmaToB [NpomMeTes B TOM, 4TO OH MOXeET 06beANHATb MeTadaHHble C
MeTpuKamMm onsa onpenesieHn nx Tuna n npefoctaBieHnsa onncaHusa. Hanpumep: MNpomMeTten
nenaet 3Ty MHAY AOCTYMHOW, a FpadaHa ncnonb3yeT €€, 4ToObl OTPaXKUTb KOHTEKCT
MoJib30BaTest0, KOTOPW NMoMoraeT UM BblbpaTb MpaBuibHble METPUKKN U MPUMEHNTb NPaBUJibHbIE

GyHKUMM PromQL

NccnepnosaHue meTpuk B FpadaHa OTpParkaeT CrMCOK NPOMETENCKNX METPUK 1 NMOKA3biBAET

OOMOJIHUTENIbHbIN KOHTEKC O HUX.

Mpumep hopmaTa MeTpUK nosyyvaeMoix [NpomeTeem:

# HELP http requests total Total number of http api requests
# TYPE http requests total counter
http requests total{api="add product"} 4633433

i # HELP mcnonb3yeTcs Ans npenoctaB/eHnsa onmcaHnsa MeTpPUK, a # TYPE Tun

METPUKMN.

Tenepb NOCMOTPMM NoapobHee Ha Kakay U3 MeTpuk NpomeTes B hopMaTe BbIBOAA.

P70P00907?7?



CHeTynkun NCMONb3yrTCA OJ1d N3SMepPeEHNA KOTOPbIE TOJIbKO YBEJINHNBAKOTCA. OTciofa oHU BCcerpga
CKJ1agblBalOT UX 3Ha4eHNA U MOIryT TOJIbKO yBeJIN4YNBaATbCA. OOHO UCKDYeHMe: Korga cHeTyuK

nepesanyLleH, B 3TOM CJly4ae 3HavyeHue cbpacbiBaeTCsi B HOJIb.

Ha camoM gene 3Ha4YyeHme cHyeT4YMKa He 04eHb NOJ1I3eHO caMo No cebe. 3HavyeHne cHeTYMKa 4acTo
MCNonb3yeTca Anda BblHNCEHNA pPpa3HUUbI MeXOy ABYMA BPEMEHHBIMU OTMETKaMU NN

onpeaneneHnda nasMmeHeHnsa BO BpeMeHMN.

Hanpumep: TUMNYHLIA Clly4al UCNoJsIb30BaHUA CHETYMKA - U3MepeHne Koandectsa APl BbI30OBOB,

YTO ABNAETCA NaMepeHneM KOTopoe yBeJIN4HNBaAETCA:

# HELP http requests total Total number of http api requests
# TYPE http requests total counter
http requests total{api="add product"} 4633433

NMa MeTpuKM http request total , y METPUKU €CTb TOJIbKO 1 ApbIJIK Ha3blBaeTCA api CO
3Ha4YeHMeM add product M 3HaYeHMe cHeTuMKa: 4633433. DTO 3HAYUT, YTO add product APl 6bIN
B3blBaH 4 633 433 pa3 C nocnegHero 3anycka 3Ton meTpuk. CH4eT4nkm 0bblHHO NoOMeYarTCs

_total cydumkcom.

ABCONIOTHOE YNCI0 HE JaeT HaM KaKylo-To MHOPMaLMIo, HO KOrga ucnonb3yeTca yHkuma rate
n3 PromQL (nnn nobas gpyras), oHa NOMOraeT HaM MOHATb KOJIMYECTBO 3aNpPOCOB B CEKYHAY
rnosnydaemsble APl. PromQL 3anpoc HM>XXe BbIYUCNAEeT CpefHne 3arnpochkl B CEKYHAY 3a nocsegHue 5

MUHYT.

rate(http requests total{api="add product"}[5m])

YT06bI BLIYNCINTL abCONOTHOE U3MEHEHME 3a BpeMeHHOIZ nepmnon, Mbl 6yp,eM MCrnosib3BaTb

PYHKLWMIO KOTOpas Ha3blBaeTCs increase() B PromQL:

increase(http _requests total{api="add product"}[5m])

9To BepHeT obLiee KONMYETCBO YMCe 3anpoCcoB CAeslaHHbIX 3@ nocneaHne 5 MUHyT, u 3To byaeT
TO »e 410 1 This would return the total number of requests made in the last five minutes, and it
would be the same as multiplying the per second rate by the number of seconds in the interval

(five minutes in our case):



rate(http requests total{api="add product"}[5m]) * 5 * 60

Other examples where you would want to use a counter metric would be to measure the number of
orders in an e-commerce site, the number of bytes sent and received over a network interface or

the number of errors in an application. If it is a metric that will always go up, use a counter.

Below is an example of how to create and increase a counter metric using the Prometheus client

library for Python:

from prometheus client import Counter
api requests counter = Counter(
"http requests total',
'Total number of http api requests',
['api']
)

api requests counter.labels(api='add product').inc()

Note that since counters can be reset to zero, you want to make sure that the backend you use to
store and query your metrics will support that scenario and still provide accurate results in case of
a counter restart. Prometheus and PromQL-compliant Prometheus remote storage systems like

Promscale handle counter restarts correctly.

Gauges

Gauge metrics are used for measurements that can arbitrarily increase or decrease. This is the
metric type you are likely more familiar with since the actual value with no additional processing is
meaningful and they are often used. For example, metrics to measure temperature, CPU, and

memory usage, or the size of a queue are gauges.
For example, to measure the memory usage in a host, we could use a gauge metric like:

# HELP node memory used bytes Total memory used in the node in bytes

# TYPE node_memory used bytes gauge

node_memory_used_bytes{hostname="hostl.domain.com"} 943348382



The metric above indicates that the memory used in node hostl.domain.com at the time of the
measurement is around 900 megabytes. The value of the metric is meaningful without any

additional calculation because it tells us how much memory is being consumed on that node.

Unlike when using counters, rate and delta functions don’'t make sense with gauges. However,
functions that compute the average, maximum, minimum, or percentiles for a specific series are
often used with gauges. In Prometheus, the names of those functions are avg_over_time,
max_over_time, min_over_time, and quantile_over_time. To compute the average of memory used

on hostl.domain.com in the last ten minutes, you could do this:
avg _over_time(node _memory used bytes{hostname="hostl.domain.com"}[10m])

To create a gauge metric using the Prometheus client library for Python you would do something

like this:

from prometheus client import Gauge

memory used = Gauge(
'node_memory used bytes',
'Total memory used in the node in bytes',
['"hostname']

)
memory used.labels(hostname="'hostl.domain.com').set(943348382)

Histograms

Histogram metrics are useful to represent a distribution of measurements. They are often used to

measure request duration or response size.

Histograms divide the entire range of measurements into a set of intervals—named buckets—and

count how many measurements fall into each bucket.
A histogram metric includes a few items:

e A counter with the total number of measurements. The metric name uses the _count

suffix.



e A counter with the sum of the values of all measurements. The metric name uses the

_sum suffix.

e The histogram buckets are exposed as counters using the metric name with a _bucket

suffix and a le label indicating the bucket upper inclusive bound. Buckets in Prometheus

are inclusive, that is a bucket with an upper bound of N (i.e., le label) includes all data

points with a value less than or equal to N. For example, the summary metric to measure

the response time of the instance of the add_product APl endpoint running on

hostl.domain.com could be represented as:

# HELP http request duration seconds Api requests response time in seconds

# TYPE http request duration seconds histogram

http request duration seconds sum{api="add product" instance="hostl.domain.com"} 8953.332

http request duration seconds count{api="add product" instance="hostl.domain.com"} 27892

http request duration seconds bucket{api="add product” instance="hostl.domain.com" le="0"}

http request duration_seconds bucket{api="add product"”, instance="hostl.domain.com",

le="0.01"} 0

http request duration seconds bucket{api="add product",
le="0.025"} 8

http request duration seconds bucket{api="add product",
le="0.05"} 1672

http request duration seconds bucket{api="add product",
8954

http request duration seconds bucket{api="add product",
le="0.25"} 14251

http request duration seconds bucket{api="add product",
24101

http _request duration seconds bucket{api="add product",
26351

http request duration seconds bucket{api="add product",
27534

http request duration seconds bucket{api="add product",
27814

http request duration seconds bucket{api="add product",
27881

http request duration seconds bucket{api="add product",
27890

http request duration seconds bucket{api="add product",

le="+Inf"} 27892
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instance="hostl.
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The example above includes the sum, the count, and 12 buckets. The sum and count can be used
to compute the average of a measurement over time. In PromQL, the average duration for the last

five minutes will be computed as follows:

rate(http request duration seconds sum{api="add product", instance="hostl.domain.com"}[5m]) /

rate(http request duration seconds count{api="add product", instance="hostl.domain.com"}[5m])

It can also be used to compute averages across series. The following PromQL query would compute

the average request duration in the last five minutes across all APIs and instances:

sum(rate(http request duration seconds sum[5m])) /

sum(rate(http _request duration seconds count[5m]))

With histograms, you can compute percentiles at query time for individual series as well as across
series. In PromQL, we would use the histogram_quantile function. Prometheus uses quantiles
instead of percentiles. They are essentially the same thing but quantiles are represented on a scale
of 0 to 1 while percentiles are represented on a scale of 0 to 100. To compute the 99th percentile
(0.99 quantile) of response time for the add_product APl running on hostl.domain.com, you would

use the following query:

histogram quantile(0.99, rate(http request duration seconds bucket{api="add product",

instance="hostl.domain.com"}[5m]))

One big advantage of histograms is that they can be aggregated. The following query returns the

99th percentile of response time across all APIls and instances:

histogram quantile(0.99, sum by (le) (rate(http_request duration_seconds bucket[5m])))

In cloud-native environments, where there are typically many instances of the same component

running, the ability to aggregate data across instances is key.

Histograms have three main drawbacks:

e First, buckets must be predefined, requiring some upfront design. If your buckets are not
well defined, you may not be able to compute the percentiles you need or would consume
unnecessary resources. For example, if you have an API that always takes more than one

second, having buckets with an upper bound ( le label) smaller than one second would be



useless and just consume compute and storage resources on your monitoring backend.
On the other hand, if 99.9 % of your API requests take less than 50 milliseconds, having
an initial bucket with an upper bound of 100 milliseconds will not allow you to accurately
measure the performance of the API.

e Second, they provide approximate percentiles, not accurate percentiles. This is usually
fine as long as your buckets are designed to provide results with reasonable accuracy.

e And third, since percentiles need to be calculated server-side, they can be very expensive
to compute when there is a lot of data to be processed. One way to mitigate this in
Prometheus is to use recording rules to precompute the required percentiles. The
following example shows how you can create a histogram metric with custom buckets

using the Prometheus client library for Python:

from prometheus client import Histogram
api request duration = Histogram(
name='http request duration seconds',
documentation='Api requests response time in seconds',
labelnames=["'api', 'instance'],
buckets=(0.01, 0.025, 0.05, 0.1, 0.25, 0.5, 1, 2.5, 5, 10, 25 )
)
api request duration.labels(
api='add product’,
instance="hostl.domain.com'

) .observe(0.3672)

Summaries

Like histograms, summary metrics are useful to measure request duration and response sizes.
A summary metric includes these items:

e A counter with the total number of measurements. The metric name uses the count
suffix.

e A counter with the sum of the values of all measurements. The metric name uses the
_sum suffix. Optionally, a number of quantiles of measurements exposed as a gauge using

the metric name with a quantile label. Since you don’t want those quantiles to be



measured from the entire time an application has been running, Prometheus client

libraries use streamed quantiles that are computed over a sliding time window (which is

usually configurable). For example, the summary metric to measure the response time of

the instance of the add_product APl endpoint running on hostl.domain.com could be

represented as:

# HELP http request duration seconds Api requests response time in seconds

# TYPE http request duration seconds summary

http request duration seconds sum{api="add product" instance="hostl.domain.com"} 8953.332

http request duration seconds count{api="add product" instance="hostl.domain.com"} 27892

http request duration seconds{api="add product"
http request duration seconds{api="add product"
0.232227334
http request duration seconds{api="add product"
0.821139321
http request duration seconds{api="add product"
1.528948804
http request duration_seconds{api="add product"
2.829188272
http request duration seconds{api="add product"

34.283829292
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quantile="0"}
quantile="0.5"}

quantile="0.90"}

quantile="0.95"}

quantile="0.99"}

quantile="1"}

This example above includes the sum and count as well as five quantiles. Quantile 0 is equivalent

to the minimum value and quantile 1 is equivalent to the maximum value. Quantile 0.5 is the

median and quantiles 0.90, 0.95, and 0.99 correspond to the 90th, 95th, and 99th percentile of the

response time for the add_product APl endpoint running on hostl.domain.com.

Like histograms, summaries include sum and count that can be used to compute the average of a

measurement over time and across time series.

Summaries provide more accurate quantiles than histograms but those quantiles have three main

drawbacks:

e First, computing the quantiles is expensive on the client-side. This is because the client

library must keep a sorted list of data points overtime to make this calculation. The

implementation in the Prometheus client libraries uses techniques that limit the number of

data points that must be kept and sorted, which reduces accuracy in exchange for an

increase in efficiency. Note that not all Prometheus client libraries support quantiles in



summary metrics. For example, the Python library does not have support for it.

e Second, the quantiles you want to query must be predefined by the client. Only the
quantiles for which there is a metric already provided can be returned by queries. There is
no way to calculate other quantiles at query time. Adding a new quantile requires
modifying the code and the metric will be available from that time forward.

e And third and most important, it's impossible to aggregate summaries across multiple
series, making them useless for most use cases in dynamic modern systems where you
are interested in the view across all instances of a given component. Therefore, imagine
that in our example the add_product APl endpoint was running on ten hosts sitting behind
a load balancer. There is no aggregation function that we could use to compute the 99th
percentile of the response time of the add_product API endpoint across all requests
regardless of which host they hit. We could only see the 99th percentile for each
individual host. Same thing if instead of the 99th percentile of the response time for the
add_product APl endpoint we wanted to get the 99th percentile of the response time
across all APl requests regardless of which endpoint they hit. The code below creates a

summary metric using the Prometheus client library for Python:

from prometheus client import Summary
api request duration = Summary(
"http request duration seconds',
'"Api requests response time in seconds',
[tapi', 'instance']
)

api request duration.labels(api='add product', instance='hostl.domain.com').observe(0.3672)

The code above does not define any quantile and would only produce sum and count metrics. The

Prometheus client library for Python does not have support for quantiles in summary metrics.



P70 070707 0070070707070,

N3BeCTHO, 4TO NPOrpamMMuUCTbl MPOBOASAT MHOIM0 BPEMEHU, OTNa)KMBas CBOM MPOrpaMmbl, NbITasACb
pa3obpaTbCs, MOYEMY OHU He paboTatoT — nanm paboTaloT HenpaBubHO. Korga roeopaTt npo
oTnaaky, obbi4HO nogpa3symeBatoT MO0 0TNaf04HYI0 NeYaTb, MO0 NCNoSIb30BaHME cneumnasnbHbIX
nporpamm - gebarepos. C MX NOMOLLbIO OTCNEXNBAETCA BbINOJIHEHNE KOAA MO LWaram, BO BpeMs
KOTOPOro BMAHO, KaK MEHSIETCHA COOEPXKMMOE NEPEMEHHbIX. DTN Crocobbl xopoLo paboTatloT B

HeboNbLLINX NPOrpamMMax, HO B PeasibHbIX MPUNOXKEHUSAX BbICTPO CTAHOBATCS HEIMMEKTUBHBLIMMU.
| | n | | | | n | | n | | | | n | |

N nns Bcero aToro MHoroobpa3smnsi CUCTEM CyLLLECTBYET enHOEe peLLleHne — norvposaHune. B
NPOCTENLLEM C/lyYae NormpoBaHne CBOAMTCA K aily Ha AUCKe, Ky[a pa3Hble NporpaMmsi
3anuncbIBaOT (OrMpyoT) CBOU AEeACTBUSA BO BpeMs paboTbl. Takol thaiia Ha3biBalOT JIOFOM UK

XKYypHasoM. Kak npaBuso, BHyTpM Jlora ofHa CTPOYKa COOTBETCTBYET O4HOMY AENCTBUIO.
P00 P70707070707°0707277

debug

e info

warning

P00 0070707

Co BpeMeHeM KOJIMYeCTBO JIOroB CTAHOBUTCA BONbLINM, U C HUMU HY>KHO YTO-TO AenaTb. [na
3TOr0 UCMOJIb3yeTCs poTauusa noros. IHOrga 3a 3To OTBEYaeT cama NnporpamMmma, Ho Yalle —
BHELLHee NMpuIoXKeHne, 3afa4elt KOTOPoro siBASeTCA YACTKA. DTa NporpaMmma rno HeobxoamMmocTn
pa3buBaeT norn Ha 6onee Menkne aibl, CKMMaAET, MepeMeLlaeT U, eCan HY)XKHO, yaanseT.

MogobHasa cucTemMa BCTPOEHa B 10Oy onepaLyoHHY0 cucTemy ass paboTbl C loramm camonm



CNCTEMbI N BHELWWHNX MPOorpaMMm, KOTopble MOIyT BCTPanBaTbCA B HEE.

C Beb-caTaMu Bce elle cnoxHee. [laxke Ha HeBObLUMX NPOEKTax UCMoJib3yeTCcs HECKOJIbKO
CEepBEpPOB, Ha Ka)XA0M 13 KOTOPbIX CBOM JIOFN. A B KPYMHbIX MPOEKTaxX ThiCsS4M cepBepoB. 05
yrnpaBJieHUA TaKMMU CUCTEMbI CO3AaHbl CMeLnaan3npoBaHHbie NPorpaMMbl, KOTopble CNeaaT 3a
JIoraMmn Ha BCeX MallnHax, CKauyMBaloT X, CKNaAbIBAOT B 3aTOYEHHbIE Mo noru 6asbl AaHHbIX U

npenocTaBasaloT yaobHbI crocob noncka Nno HUM.



