Ecnu Bbl BUANTE 4TO-TO HEOBbIYHOE, MPOCTO coobwmnTe MHe.

cBA3Ka golang + keycloack

[1MNnaH pencTenn

Co3papum oTgenbHbIX realm (He master)
Co3paauM KJIMEeHTa C NpaBuibHbIMU HAaCTPOMKaMu

Hactpoum mannep pgna audience

W N

BepHeM npoBepkKy B Koje

1[] Co3paem HOBbIN Realm B
Keycloak

3angnTte B KOHCONb agMmnHUcTpaTopa Keycloak ( http://192.168.1.126:8080/admin ):

1. B neBOM BepxHeM yrny HaBeauTte Ha Master (Tekywunn realm)
2. Haxxmunte Add realm
3. 3anosiHuTe:

e Name: myapp

e Display name: My Application

4. Haxmute Create



2[] Co3pnaeM KJIneHTa B HOBOM
Realm

Tenepb Bbl HAXoAMUTECh B realm myapp :

1. B meHio cnea BbibepuTe Clients
2. Haxxmunte Create client
3. 3anosiHuTe:
e Client ID: myclient
e Client Protocol: openid-connect
e Access Type: confidential

4. Haxxmnte Next

HacTpounkun KJneHTa:

Mone 3HavyeHue

Root URL http://192.168.1.126:8081

Valid Redirect URIs http://192.168.1.126:8081/callback
Web Origins http://192.168.1.126:8081
Standard Flow 0 ON

Direct Access Grants [] ON

Implicit Flow 0 OFF

5. Haxxmute Save

[Tony4yaeM cekpeT:

1. B knveHTe nepenanTe Ha Bknhagky Credentials
2. CkonupynTe Client Secret

3. CoxpaHuTe ero onsa Koga



3[] HacTpanBaem Mannep Osd
Audience

9T0 caMbii BaXXHbIM War — oH 3actaBuT Keycloak BbigaBaTb NpaBW/ibHbIA aud B TOKEHaX.

1. B knveHTe myclient nepenauTe Ha Bkianky Mappers
2. HaxxmunTte Create

3. 3anosiHuTe:

Mone 3HaueHMe
Name audience-mapper
Mapper Type Audience

Included Client Audience myclient
Add to ID token [] ON

Add to access token [] ON

4. Haxxmunte Save

4] Co3paeM TecToBOro
MNoJib30BaTesIq

1. B meHio cneBa Bbibepute Users
2. Haxxmnte Add user
3. 3anosiHuTe:

e Username: testuser

e Email: test@example.com

e First Name: Test

e Last Name: User



4. Haxmute Create

YCcTaHaB/IMBaeM napoJib:

. B nonb3oBaTene nepengnte Ha BkNaaky Credentials

. Haxxmunte Set password

1

2

3. BBegnTte napoib: passwordl23
4. Temporary: Bbiknto4nTe (OFF)
5

. Ha>xmute Save

5[] ObHoOBNASIEM KOO C NMPOBEPKON
audience

Tenepb 06HOBMM KO, BKAIO4YMB NpoBepKy audience obpaTHo:
package main

import (
"context"
"crypto/rand"
"encoding/base64"
“fmt"
"html/template"
"Log"
"net/http"
nos™
"sync"

“time"

"github.com/coreos/go-oidc/v3/o0idc"

"golang.org/x/oauth2"

var (



oauth2Config *oauth2.Config
oidcProvider *oidc.Provider
stateString string

usedCodes = make(map[string]lbool)

mu sync.Mutex

func init() {

ctx := context.Background()

// [OOW3MEHEHO: Tenepb uCMoOnb3yeM HOBbIM realm
issuerURL := os.Getenv("KEYCLOAK ISSUER")
if issuerURL == "" {

issuerURL = "http://192.168.1.126:8080/realms/myapp" // « HoBbM realm

clientID := os.Getenv("KEYCLOAK CLIENT ID")

if clientID == "" {
clientID = "myclient" // « HoBbiM client ID
}
clientSecret := os.Getenv("KEYCLOAK CLIENT SECRET")
if clientSecret == "" {
clientSecret = "your-client-secret-from-keycloak" // « Baw cekpert
}
redirectURL := os.Getenv("KEYCLOAK REDIRECT URL")
if redirectURL == "" {

redirectURL = "http://192.168.1.126:8081/callback"

log.Printf("[0Keycloak URL: %s", issuerURL)
log.Printf("JJClient ID: %s", clientID)
log.Printf("JJRedirect URL: %s", redirectURL)

provider, err := oidc.NewProvider(ctx, issuerURL)
if err = nil {
log.Fatalf ("] He ypanocb monyumTb KOHOUTrypauuw: %v", err)

}

oidcProvider = provider

oauth2Config = &oauth2.Config{



ClientID: clientID,
ClientSecret: clientSecret,
RedirectURL: redirectURL,
Endpoint: provider.Endpoint(),

Scopes: [1string{oidc.ScopeOpenID, "profile", "email"},

stateBytes := make([]byte, 32)

if , err := rand.Read(stateBytes); err != nil {
log.Fatalf ("] Oumbka reHepaumn state: %v", err)

}

stateString = base64.URLEncoding.EncodeToString(stateBytes)

func main() {
http.HandleFunc("/", homeHandler)
http.HandleFunc("/login", loginHandler)
http.HandleFunc("/callback", callbackHandler)
http.HandleFunc("/hello", authMiddleware(helloHandler))
http.HandleFunc("/logout", logoutHandler)

log.Println("JJCepBep 3anyweH Ha http://192.168.1.126:8081")
log.Fatal(http.ListenAndServe(":8081", nil))

func homeHandler(w http.ResponseWriter, r *http.Request) {

fmt.Fprintf(w, “<hl>Oobpo noxanoBaTtb!</hl><a href="/login">Bontn uyepes Keycloak</a>")

func loginHandler(w http.ResponseWriter, r *http.Request) {
authURL := oauth2Config.AuthCodeURL(stateString, oauth2.AccessTypeOffline)
log.Printf("[J0JMepeHanpaBnexnve Ha: %s", authURL)

http.Redirect(w, r, authURL, http.StatusFound)

func callbackHandler(w http.ResponseWriter, r *http.Request) {

log.Printf("JJCallback BbizBaH")

if r.URL.Query().Get("state") != stateString {
log.Printf ("] Ouwmbka state")



http.Error(w, "HeBepHbin state", http.StatusBadRequest)

return

code := r.URL.Query().Get("code")
if code == "" {
log.Printf (" Kopn He HaupgeH")

http.Error(w, "Kop He HampeH", http.StatusBadRequest)

return
b
log.Printf("J0JMony4yeH Kop: %s", code[:20]+"...")
mu.Lock()

if usedCodes[code] {
mu.Unlock()
log.Printf (" Kom yxe wncnonb3oBaH")
http.Redirect(w, r, "/", http.StatusFound)
return

}

usedCodes[code] = true

mu.Unlock()

ctx := context.Background()
token, err := oauth2Config.Exchange(ctx, code)
if err !'= nil {
log.Printf (" Ouwmbka obmeHa: %v", err)
mu.Lock()
delete(usedCodes, code)
mu.Unlock()
http.Error(w, fmt.Sprintf("Ouwnbka: %v", err), http.StatusInternalServerError)

return

log.Printf (" TokeH nony4yeH")

http.SetCookie(w, &http.Cookie{
Name: "access token",
Value: token.AccessToken,

Path: /",



HttpOnly: true,

Secure: false,

MaxAge: 3600,
}

http.Redirect(w, r, "/hello", http.StatusFound)

// [0 BO3BPAWAEM MPOBEPKY AUDIENCE
func authMiddleware(next http.HandlerFunc) http.HandlerFunc {
return func(w http.ResponseWriter, r *http.Request) {
cookie, err := r.Cookie("access token")
if err !'= nil {
http.Redirect(w, r, "/login", http.StatusFound)

return

ctx := context.Background()

// [ Tenepb nposepsieM audience Kak MOMOXEHO

verifier := oidcProvider.Verifier(&oidc.Config{
ClientID: oauth2Config.ClientID, // < MNposepsieM, uTto aud = myclient
// SkipClientIDCheck: false (no ymon4yaHwmio)

_, err = verifier.Verify(ctx, cookie.Value)
if err !'=nil {
log.Printf("[] Ownbka Bepudukaumm TOKeHa: %v", err)

http.SetCookie(w, &http.Cookie{

Name: "access_token",
Value: "',
Path: WA
MaxAge: -1,

})
http.Redirect(w, r, "/login", http.StatusFound)

return

log.Printf ("] TokeH BepuuumpoBaH C npaBusibHeIM audience")

next(w, r)



func helloHandler(w http.ResponseWriter, r *http.Request) {

cookie,  := r.Cookie("access token")

// [0 3pecb Toxe npoBepsieM audience

verifier := oidcProvider.Verifier(&oidc.Config{
ClientID: oauth2Config.ClientID,

}

token, err := verifier.Verify(context.Background(), cookie.Value)
if err = nil {
log.Printf (" Owmbka nonydyenms claims: %v", err)
http.Redirect(w, r, "/login", http.StatusFound)

return

var claims struct {
Name string “json:"name"®
Email string " json:"email""
Pref string “json:"preferred username""

}

token.Claims (&claims)

// Ecnn claims nycTtele, ucnonb3yeM preferred username
if claims.Name == "" {

claims.Name = claims.Pref

}
if claims.Name == "" {
claims.Name = "User"
}
if claims.Email == "" {
claims.Email = "user@example.com"
}
tmpl :=

<!DOCTYPE html>
<html>

<head><title>Mpuset!</title></head>



<body>
<h1>Hello, {{.Name}}! [K/hl>
<p>Email: {{.Email}}</p>
<p><a href="/logout">BeiiTn</a></p>
</body>
</html>

t := template.Must(template.New("hello").Parse(tmpl))

t.Execute(w, claims)

func logoutHandler(w http.ResponseWriter, r *http.Request) {
http.SetCookie(w, &http.Cookie{

Name: "access token",
Value: "",
Path: ",
MaxAge: -1,
})
logoutURL := fmt.Sprintf("%s/protocol/openid-connect/logout?redirect uri=%s",

0s.Getenv ("KEYCLOAK ISSUER"),
"http://192.168.1.126:8081/",

)
http.Redirect(w, r, logoutURL, http.StatusFound)

6[] 3anyckaeM C NpaBUJIbHbIMU

rnepeMeHHbIMU

# YcTaHaBnMBaeM nepeMeHHble A5 HoBoro realm

export KEYCLOAK ISSUER=http://192.168.1.126:8080/realms/myapp
export KEYCLOAK CLIENT ID=myclient

export KEYCLOAK CLIENT SECRET=<Baw cekpet u3 Keycloak>

export KEYCLOAK REDIRECT URL=http://192.168.1.126:8081/callback



# 3anyckaeMm npunoxeHue

go run main.go

[] MpoBepaem

OTKponTe http://192.168.1.126:8081
Haxxmute "BonnTtun 4yepes Keycloak"

BongnTte c nosb3oBaTeneM testuser / passwordl23

oWy

[O/KHbBI YBMAETL CTPAHMLY C NPUBETCTBUEM []

[] CpaBHeHUMe

YT10 6BINIO
Realm: master
KnueHT: test
Audience: ["master-realm", "account"]
MpoBepka: [] oTkYeHa ( SkipClientIDCheck: true)

be3sonacHoCTb: [] HWU3KadA

Ecnn nocne BKAOYEHUSA MPOBEPKM NOSABUTCS olInbKa:

YT1o cTano
Realm: myapp
KnneHT: myclient
Audience: ["myclient"]
lMpoBepka: [] BKJIOYEHA

be3onacHoOCTb: [] BblCOKas

[1]4TO NnpoBepATb NpU OLLNOKax

1. MpoBepbTe, 4TO Mannep co3paH B Keycloak (Bkiagka Mappers - osi>kKeH 6biTb

audience-mapper )

2. MpoBepbTe Client ID B KOge — OH O0J/KEH coBnagaTb C TeM, 4To B Keycloak

3. OuucTuTe K3LW Opaysepa MM UCMONb3YyNTE NHKOTHUTO-PEXNM

4. NMocMoTpuTe noru — Tam byaeT BUAHO, Kakol audience npuxoauTt



Tenepb BCE fo0/MKHO paboTaTb 6e3omnacHo! [T]
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