Ecnu Bbl BUANTE 4TO-TO HEOBbIYHOE, MPOCTO coobwnTe MHe

Echo framework + GORM =
OrHeHHo 6bicTpoe Golang
MNPpUIoOXXeHne Ha CTOPOoHe
cepBepa. Npnmep
ayTeHTUNMPUKaLnn.

B cTaTbe, 8 X04y NokasaTb NpuMep peasavsaunm Bxoaa, Bbixoga N perncrpaumnm ncnosbsysa Go
hpenmeopk Echo n Gorm ans postgreSQL. na ayTeHTudMKaumm nonb3osatenen bynert

ncronb3oBaTbesa JWT(Json web token).
0na Havana co3gagnM main.go :
package main

import (

O"appl/helper"

(0"appl/models”

0" fmt"

0"github.com/jinzhu/gorm"

0_ "github.com/jinzhu/gorm/dialects/postgres”
0"github.com/labstack/echo"
0"github.com/labstack/echo/middleware"

)

func main() {

Jconfiguration := helper.GetConfig()



JgormParameters := fmt.Sprintf("host=%s port=%s dbname=%s user=%s password=%s sslmode=disable",
configuration.DbHost, configuration.DbPort, configuration.DbName, configuration.DbUsername,
configuration.DbPassword)

dgormDB, err := gorm.Open("postgres", gormParameters)

gif err !'= nil {

Odpanic("failed to connect database")

0}
(helper.GormDB = gormDB

0// Migrate the schema (tables): User, Authentication

(helper.GormDB.AutoMigrate (&helper.User{})

Jhelper.GormDB.AutoMigrate(&helper.Authentication{})

Jhelper.GormDB.Model (&helper.Authentication{}).AddForeignKey("user_id", "users(id)", "CASCADE",
"CASCADE")

JechoFramework := echo.New()
JechoFramework.Use(middleware.Logger()) // log

JechoFramework.Use(middleware.CORS()) // CORS from Any Origin, Any Method
JechoGroupUseJWT := echoFramework.Group("/api/v1l")
echoGroupUseJWT.Use(middleware.JWT ([ ]byte(configuration.EncryptionKey)))

JechoGroupNoJWT := echoFramework.Group("/api/v1l")

0// /api/vl1l/users : logged in users
JechoGroupUseJWT.POST("/users/logout", models.Logout)

0// /api/vl/users : public accessible
JechoGroupNoJWT.POST("/users", models.CreateUser)

JechoGroupNoJWT.POST("/users/login", models.Login)

[defer helper.GormDB.Close()
JechoFramework.Logger.Fatal(echoFramework.Start(":1323"))
}

BTopoe - co3pgaanMm globals.go :

package helper

import (



0" regexp"
Dlltimell

0"github.com/jinzhu/gorm"

type Configuration struct {

JEncryptionKey string

[DbHost string
ODbPort string
[IDbName string
[IDbUsername string
[DbPassword string
}

var configuration Configuration

type ModelBase struct {

gib int “gorm:"primary key"®
[OCreatedAt time.Time “json:"-""
(UpdatedAt time.Time “json:"-""

}

type User struct {

[ModelBase // replaces gorm.Model

JEmail string “gorm:"not null; unique"’

JPassword string “gorm:"not null" json:"-""

[IName string "gorm:"not null; type:varchar(100)"" // unique index
}

type Authentication struct {

[ModelBase

OUser User “gorm:"foreignkey:UserID; not null"®
OUserID int

OToken string “gorm:"type:varchar(200); not null""
}

type CustomHTTPSuccess struct {
[(Data string “json:"data"®

}



type ErrorType struct {
[JCode int “json:"code""
(Message string " json:"message"’

}

type CustomHTTPError struct {
JError ErrorType “json:"error""

}

var GormDB *gorm.DB
func init() {
Jconfiguration = Configuration{

J0EncryptionKey: "F61L8L7CUCGNONK6336I8TFP9Y270S43",

(DbHost: "localhost",
OODbPort: "5432",
[JO0DbName: "postgres",
ObbUsername: "postgres",
(ODbPassword: "postgres",
0}

}

func GetConfig() Configuration {
Oreturn configuration

}

func ValidateEmail(email string) (matchedString bool) {

Ore := regexp.MustCompile(""~[a-zA-Z0-9. !#$%&"' *+/=?" "{|}~-1+@[a-zA-Z20-9]1(?:[a-zA-Z0-9-
1{0,61}[a-zA-Z0-9])?(?:\\.[a-zA-Z0-9](?:[a-zA-Z0-9-]1{0,61}[a-zA-Z0-9])?)*$")
OmatchedString = re.MatchString(email)

(return

}
Tenepb peannsyem MeToL ayTEHTUPUKALUN B user.go :
package models
import (
0"appl/helper"

Dll fmt n
O0"net/http"



O"strconv"

Ojwt "github.com/dgrijalva/jwt-go"
0"github.com/labstack/echo"

)

func CreateUser(c echo.Context) error {
Om := echo.Map{}

Oif err := c.Bind(&m); err !'= nil {
0g// return err

0}

Oname := m["name"].(string)
Oemail := m["email"].(string)
Opassword := m["password"].(string)

OconfirmPassword := m["confirm password"].(string)

gif password == || confirmPassword == || name == || email == "" {

Odreturn echo.NewHTTPError(http.StatusBadRequest, "Please enter name, email and password")
0}

gif password != confirmPassword {

Odreturn echo.NewHTTPError(http.StatusBadRequest, "Confirm password is not same to password
provided")

0}

Jif helper.ValidateEmail(email) == false {

Odreturn echo.NewHTTPError(http.StatusBadRequest, "Please enter valid email")

0}

(if bCheckUserExists(email) == true {

Odreturn echo.NewHTTPError(http.StatusBadRequest, "Email provided already exists")

0}

Oconfiguration := helper.GetConfig()

Oenc, _ := helper.EncryptString(password, configuration.EncryptionKey)

Quserl := helper.User{Name: name, Email: email, Password: enc}

00// globals.GormDB.NewRecord(user) // => returns “true’ as primary key is blank
Ohelper.GormDB.Create(&userl)

Jtoken := jwt.New(jwt.SigningMethodHS256)

Oclaims := token.Claims. (jwt.MapClaims)

Jclaims["name"] = userl.Name

[claims["email"] = userl.Email

gt, err := token.SignedString([]byte(configuration.EncryptionKey)) // "secret" >> EncryptionKey

gif err !'= nil {



O0return err

0}

Jauthentication := helper.Authentication{}

gif helper.GormDB.First(&authentication, "user id =?", userl.ID).RecordNotFound() {
0d// insert

O0helper.GormDB.Create(&helper.Authentication{User: userl, Token: t})

0} else {

O0authentication.User = userl

[(J0authentication.Token = t

J0helper.GormDB.Save (&authentication)

0}

Oreturn c.JSON(http.StatusOK, map[string]string{

00"token": t,

a})

}

func bCheckUserExists(email string) bool {

Quserl := helper.User{}

gif helper.GormDB.Where(&helper.User{Email: email}).First(&userl).RecordNotFound() {
O0return false

0}

[Qreturn true

}

func ValidateUser(email, password string, c echo.Context) (bool, error) {
Ofmt.Println("validate")

Ovar userl helper.User

gif helper.GormDB.First(&userl, "email =?", email).RecordNotFound() {
Odreturn false, nil

0}

Oconfiguration := helper.GetConfig()

decrypted, _ := helper.DecryptString(userl.Password, configuration.EncryptionKey)
Jif password == decrypted {

Odreturn true, nil

0}

OQreturn false, nil

}

func Login(c echo.Context) error {
Om := echo.Map{}
0if err := c.Bind(&m); err !'= nil {

00// return err



0}

Oemail := m["email"].(string)

Opassword := m["password"].(string)

Ovar userl helper.User

Oif helper.GormDB.First(&userl, "email =7?", email).RecordNotFound() {
00 _error := helper.CustomHTTPError{

OO0Error: helper.ErrorType{

0000Code: http.StatusBadRequest,

O000Message: "Invalid email & password",

ooad .

oo}

O0return c.JSONPretty(http.StatusBadGateway, _error, " ")

0}

Jconfiguration := helper.GetConfig()

[decrypted, _ := helper.DecryptString(userl.Password, configuration.EncryptionKey)
Jif password == decrypted {

O0token := jwt.New(jwt.SigningMethodHS256)

O0Oclaims := token.Claims. (jwt.MapClaims)

O0claims["name"] = userl.Name

Jdclaims["email"] = userl.Email

O0claims["id"] = userl.ModelBase.ID

gdt, err := token.SignedString([]byte(configuration.EncryptionKey)) // "secret" >> EncryptionKe
goif err !'= nil {

O0dreturn err

0o}

Odauthentication := helper.Authentication{}

OO0if helper.GormDB.First(&authentication, "user id =?", userl.ID).RecordNotFound() {
O00// insert

Od0helper.GormDB.Create(&helper.Authentication{User: userl, Token: t})
00} else {

O00// update

O00authentication.User = userl

O00authentication.Token = t

0d0helper.GormDB.Save (&authentication)

oo}

O0return c.JSON(http.StatusOK, map[stringlstring{

Oo0"token™: t,

aa})

0} else {
00 _error := helper.CustomHTTPError{



OO0Error: helper.ErrorType{
J000Code: http.StatusBadRequest,

J000OMessage: "Invalid email & password",

ooas,

a0

Odreturn c.JSONPretty(http.StatusBadGateway, error, " ")
0}

}

func Logout(c echo.Context) error {
[JtokenRequester := c.Get("user").(*jwt.Token)
Oclaims := tokenRequester.Claims. (jwt.MapClaims)
OfRequesterID := claims["id"].(float64)
JiRequesterID := int(fRequesterID)

[sRequesterID := strconv.Itoa(iRequesterlID)

Orequester := helper.User{}

Jif helper.GormDB.First(&requester, "id =?", sRequesterID).RecordNotFound() {
O0return echo.ErrUnauthorized

0}

Jauthentication := helper.Authentication{}

gif helper.GormDB.First(&authentication, "user id =?", requester.ModelBase.ID).RecordNotFound()
{

O0return echo.ErrUnauthorized

0}

Jhelper.GormDB.Delete(&authentication)

Oreturn c.String(http.StatusAccepted, "")

}
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