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Getting Started With LDAP In
Go

HepasHO npuwnock nucaTtbh fobpoe KoanyecTso Koga Ha Go, KOTopbI B3anmoaencTeyeT ¢ AD,
0J1s 04HOro Moero kKnveHTa. AD ncnosb3yeT JIerkoBeCHbIN NMpoTokon goctyna (LDAP) ons KnneHTt
cepBepHOro noaksatoyeHnsa. LDAP - cTapbln 1 MOryLLLEeCTBEHHbIN MPOTOKOS A1 B3aMMOLENCTBUSA C
CEepPBUCOB, HECMOTPS Ha 3TO, MHOIVe MOU APY3bS CMOPSAT, YTO 3TO PESINBKMUA MPOLLIOro Ha AaHHbIN

MOMEHT. 9 C HUMWN He corflaceH, HO Moe 0BBbACHEHME MOXKET 3aHATb Lesbii OTAESIbHbIN MOCT.

[Ba Tpu roga Ha3an A CToNKHYACsa ¢ LDAP BbI30BOM. MNpULLIOCE MUCAaTb HEKOTOPLIN GO Kog,
KOTOpPbIN OOJKEeH ucnosb3oBaTb LDAP ona rpynn n HEKOTOPbLIX OPYTMX aBTOPU3aLMOHHbIX BeLlei.
B To Bpemsa 6ubanoTekn Obiinm B NAa4€BHOM COCTOAHUN. K COXKaneHuto, 3To He 6b110 BbIXOA0M B TO

BPEMS, HO K CHaTblo, A 6bICTpo n3y4unn paboTy B Go ¢ LDAP, 4TO NOMEHSANOCH K 1y4LUEMY.

dTa cTaTbsa NpepocTasnseT 6ba3oBoe BBeAeHME B yAUBUTENbHbIN MOAYb go-ldap. YTo-To Bpoae
BBAEHMS, O KOTOPOM A MeyTa, Korga s Hadan pabotaTb Haa LDAP npoekToM Asd MOero KjameHTa.
Kpome Toro, s XoTesl UMeTb HEKYIO CCbINIKY Ha MHCTPYKLMIO K KOTOPOW A CMOr 6bl BEpHYTbCA B
byayuwem ecsm noHagobutca. 9 HagelCb Bbl HE TOJIBKO HageTe 3TOT NOCT NOJIE3HbIM, HO TakK XXe

Hay4dYntTecCb 4emMy-TO HOBOMY. HaBanTe Ha4yHeM.

[loaknto4yeHne

Mpexxae 4eM Mbl CMOXKEM CAeNaTb YTO-HNUOYAb ¢ AD HY>XHO MOAK/IOYNTBLCA K cepBepy. [aBanTe,
019 Hadvasa, noakn4ymMca K cepsepy AD ¢ nomolbio LDAP, MHe Ka)keTCsa 3TO eCTeCTBEHHO U
MPaBWJIbHO C TOYKN 3peHNS CMbiCcNa. Ewe Go Moaynm OnMcaHHbIe B 3TOM MOCTY Ha3biBaAlOTCS
Idap-go, naBanTe pa3bepemcs c LDAP. Moaynb go-ldap npenocTaBiisieT HECKOJIbKO BO3MOXKHOCTEN

onsa nogkatodeHnsa K LDAP cepepy. lNMpongecs no HUM nogpobHee.

Bce Tunun LDAP noakntoveHns obpabaTtbiBaTca DialURL (pyHKUMEN. ECTb HECKONBKO ApYrux

PYHKLMN OOCTYMNHbIX B MOAYJle, HO AOKYMeHTauuna npeanosiaraeT 4To DialURL OCTaHeTCH



eJNHCTBEeHHO paboyen. Kak npeanncbiBaeT Ha3BaHue pyHKUMK, Bbl nepenaeTe e URL 1 pyHKLMSA
NblTaeTCA NOAK/IOYUNTLCA K yaaneHHoMy LDAP cepsepy v BepHYTb MOAKJ/IIOYEHNE eCsin BCE

NPOLUJIO YCMELHO.

MpuMep KoAa MOXXKHO HANTW HUXKE:

ldapURL := "ldaps://ldap.example.com:636"
1, err := ldap.DialURL(1ldapURL)
if err I=nil {
log.Fatal(err)
}
defer 1.Close()

DTOT KO MblTaeTCca yCTaHOBUTL TLS nogksitoyeHne K yaaneHHoMmy cepsepy. DialURL BbiBOAUT TUN
noakntoydeHns ns URL koTopbin Bbin nepefaH PyHKLUUN, KOTOPLIA B 3TOM Ciydae aBnseTcs ldaps(c

s - be3onacHbINn).

Ecnum BaM Hy»XHbl noapobHOCTK TLS KOHpuUrypaumm, GyHKUNS NpUHUMaeT CaMonoAnncaHHble TLS

KOHMMIM Yepes A0MNoJSIbHUTENbHbIA NapaMeTp:

ldapURL := "ldaps://ldap.example.com:636"
1, err := ldap.DialURL(ldapURL, ldap.DialWithTLSConfig(&tls.Config{InsecureSkipVerify: true}))
if err I=nil {
log.Fatal(err)
}
defer 1.Close()

MpuMep Kopa Bblle OaH TOMIbKO B KayecTBe AeMOHCTpauuu! HuM Korpa He nponyckauTte npoBepky TLS

Korga co3pfaeTe eé.

Ecnuv Bbl HE XOTUTE UCNosib3oBaTb TLS, MOXXHO nNpocTo onycTuTb "s" B URL agpece:

ldapURL := "ldap://ldap.example.com:389"
1, err := ldap.DialURL(ldapURL)
if err = nil {
log.Fatal(err)
}
defer 1.Close()



Bbl MOXXeTe TaK »Ke onyCTUTb MopT U3 agpeca. Koa Bbille Noka3biBaeT ero Ass KpaTkocTu. Ecnum
Bbl ONYCTUTe NopT DialURL (pyHKLMS aBTOMaATUYECKN NoacTaBUT nopT 639 ona ldaps nnn 389 ons
Idap nogkntodeHun. Mo ymondaHuio LDAP mopT Tak e JOCTyneH 4Yepe3 raobasibHble MepeMeHHble

DefaultLdapsPort n DefaultLdapPort.

Kak BapunaHT, Bbl MOXXeTe UCMNOoJib30BaTb NewConn(conn net.Conn, isTLS bool) (PYHKLMIO KOTOpas
MO3BOJIAET BaM NCMOJIb30BAaTb YNCTOE net.Conn MOAOKJIIOYEHWNE, KOTOPOE BaM MOXXET

MnoHanobuTbCs, B TOM UM NHOM cny4dae.

HakoHel, Bbl MOXKETE TaK ke 06HOBUTb cyuwiecrtByrouliee noagksroyeHmne oo TLS ncnosb3yA

PYHKLUNIO StartTLS() :

1, err := DialURL("ldap://ldap.example.com:389")
if err = nil {
log.Fatal(err)

}
defer 1.Close()

// Now reconnect with TLS
err = 1.StartTLS(&tls.Config{InsecureSkipVerify: true})
if err = nil {

log.Fatal(err)

Tenepb 3Has Kak NOAKAOYUTLCA K LDAP cepBepy Mbl MOXKEM MepenTn K ceylowemy wary.

CB4a3biBaHMe

Cea3biBaHMe 3710 war, roe LDAP cepBepe yxe ayTeHTUUUUPYET KneHTa. Ecnm KnmeHT ycrnewHo
NMpoLUoJT ayTeHTUPUKaLKno, cepeep NpenocTaBaseT eMmy OOCTYN OCHOBbIBAACb Ha ero

npmnemnermnax.

EcTb Heckonbko nyTen anga cosgaHns LDAP cBsA3biBaHUIN ncnonb3ys Idap-go. HayHeM ¢ npocToro

c/lyyasn: HeayTeHTUGUUMPYEMoe CBA3bIBaeHME.



NHorpoa LDAP cepBep gaeTt orpaHUYeHHbIN AOCTYN TOMIbKO ONA YTeHUs ans

HeayTeHTUNUNPYEMBIX KIIMEHTOB. BbIMOHNTbL €ro MOXKHO cieayrowmm obpasom:
// Topkni4ysaeMa K CepBepy KakK [fenanu Bble

err = l.UnauthenticatedBind("cn=read-only-admin,dc=example,dc=com")
if err != nil {

log.Fatal(err)

Ecnn BaM, BCE paBHO HY>XHO ayTeHTUULNPOBATLCS, B BalleM pacrnopsi>KeHnn ecTb 2 BapuaHTa:
SimpleBind W Bind . MocnegHee - 3To xopollas obepTKa BOKPYr NepBoro, no3TomMy s nobio

MNCNONIb30BaTb €é.
// Topkn4yaeMa K cepBepy KakK [fenanu Bbiwe

err = 1.Bind("cn=read-only-admin,dc=example,dc=com", "p4sswOrd")
if err = nil {

log.Fatal(err)

HakoHelU Bbl MOXeTe caesiaTb External CB3sibiIBaHUE KOTOpOe CcorjiacHo OqZ)I/ILI,I/IaJ'IbHOMy
3asdaBJ/1IEeHNIO MO3BONIAET KJIMeHTaM 3alpallnBaTb Y CcepBepa NCnoJib3oBaHMe A0CTYMNOB CO30aHHbIX

BO BHE MO OTHOLUEHNIO K MeXaHN3MYy KJINeEHTa.

970 BOMJIOWAET B peasibHOCTb, TO YTO KNMeHT cBA3biBaeTca B UNIX cokeT(ncnonb3syetcs Idapi://) n

nponcxoanTt SASL/TLS ayTeHTUpnkaumsa "Henpamo" dyepes UNIX coker.

Sl HUKOrga He MCMNo/Ib30BaTb 3TY (POPMY ayTEHTUPUKALMUSA, MO3TOMY S HE MOFY YTO-TO MPO HEro
pacckasaTb, HO S AyMato 3TO NONE3HO, B KaYecTBe sidecar KOrfAa Bbl MOAKJIOHAETECh CBOUM
canpkapom K npoueccy Yepes UNIX socket B KoTopoM Ball NpoLiecc cangkapa obpabaTbiBaeT

LDAP ayTeHTUdUKaumMo(4epe3 KOMMYHUKALNIO) OT BalLero MMeHN.

LDAP CRUD



Tenepb, TO YTO Mbl MOAKNHYNINCL U ayTeHTI/ICbVILI,I/IpOBaJ'II/ICb Mbl MOXXEM HaBpPeONTb. Ecnn
I/ICI'IOJ'Ib3yeMbIIZ dKKaYHT MMEET BEPHbIE O0CTYTIbl, Bbl MOXKETE Ha4aTb nob6aBnATb, U3MEHSATH,

nckaTb 1 yaanatbe LDAP 3anucn. [laBanTe MOCMOTPUM, Ha KaXKOylo N3 HUX B OTOENbHOCTMU.

B obuiem, Mbl 6ynem paboTaTb C TpeMsa 6a30BbIMU 3aNUCAMU: groups, USErs 1 MallunHbI.

JobaBneHne n naMmeHeHue

Bbl MO>XXeTe co3aaTb HOBYIO LDAP 3annck ncnonbsysa Add dpyHkUuto. OHa NpMHMMaET NpoCcTon
napameTp AddRequest . Bbl MOKeTe cobpaTb AddRequest BPYYHYHO(CTPYKTypa AddRequest
SKCMOPTUPYETCHA BMECTEe CO BCEMU CBOUMU MOJIAMU) NN Bbl MOXXETE UCMOJIb30BaTh MNPOCTYIO

pyHKLMIO NOMOLWHNKA BHYTPYU 6ubnnoTeky. Mbl paccMoTpumM oba 3Tux ciyyas.

A pewwnn crpynnupoBaTb oba npumepa gobaBneHne n N3sMeHeHne, Tak Kak OHW CBsi3aHbl O4eHb

TEeCHO, 0 HeM 4 He AoragbliBaJiCAd, a Bbl YBUAUTE AaJibLUeE.

[obaBnieHne rpynn

Hob6asneHune rpynn B AD 3aCTaBWJ10 MONOTETh MeHS, YTObObl BbISCHUTb, HO MNOCJIe MPOYTEHUS

pa3nanyHon AD cTpaHuL, AOKYMEHTaUUN S 3aKOHYM C YEM-TO TaKUM:
// TyT upgeTt KoL nopkKroyeHus

addReq := ldap.NewAddRequest("CN=testgroup,ou=Groups,dc=example,dc=com", []ldap.Control{})
var attrs []ldap.Attribute
attr := ldap.Attribute{
Type: "objectClass",
Vals: []lstring{"top", "group"},
}
attrs = append(attrs, attr)

attr = ldap.Attribute{
Type: "name",
Vals: []string{"testgroup"},

}
attrs = append(attrs, attr)



attr = ldap.Attribute{
Type: "sAMAccountName",
Vals: []string{"testgroup"},

}
attrs = append(attrs, attr)

// [Oenaem rpynny AOCTYMNHOW [ns W3MEHEHUs
// https://docs.microsoft.com/en-us/windows/win32/adschema/a-instancetype
instanceType := 0x00000004
attr = ldap.Attribute{
Type: "instanceType",
Vals: []string{fmt.Sprintf("%d", instanceType},

}
attrs = append(attrs, attr)

// Benaem rpynne pomeH local u To 4TO 370 6ymeT rpynna 6e3omacHocCTw
// https://docs.microsoft.com/en-us/windows/win32/adschema/a-grouptype
groupType := 0x00000004 | 0x80000000
attr = ldap.Attribute{
Type: "groupType",
Vals: []string{fmt.Sprintf("%d", groupType)},
}

attrs = append(attrs, attr)
addReq.Attributes = attrs
if err := 1.AddRequest(addReq); err != nil {

log.Fatal("error adding group:", addReq, err)

Tenepb 3TOT KoA BbirnaanT 6onee noHATHO. EcTb 6onee KpaTKI/IIZ MeTo  AelaTb TOXe CaMoe, HO A

X0TeN NMoKa3aTb KOoA Bbllle ANA KPaTKOCTU, TaK KaK 3TO Obin1 Mon I'IepBOHa‘-IaJ'IbeIIZ KoQ.

Conocob non y4yuwie, KOTOpbIA AeNaeT TOXKe caMoe:

// TyT voeT Kof MOAKMoYeHus

addReq := ldp.NewAddRequest("CN=testgroup,ou=Groups,dc=example,dc=com", []ldp.Control{})



addReq.Attribute("objectClass", []string{"top", "group"})

addReq.Attribute("name", []lstring{"testgroup"})

addReq.Attribute("sAMAccountName", []string{"testgroup"})
addReq.Attribute("instanceType", [Istring{fmt.Sprintf("%sd", 0x00000004})
addReq.Attribute("groupType", [Istring{fmt.Sprintf("sd", 0x00000004 | 0x80000000)})

if err := 1.AddRequest(addReq); err != nil {
log.Fatal("error adding group:", addReq, err)

Bblnenum napy Bellei. MepBoe, BaM HY>XXHO ObiTb YBEPEHHbLIMU B TOM, 4TO aTpUOyThl objectClass

npaBuabHOro Tuna( top U group ).

BTopoe, instanceType hex-4yncno BbirNAagnT nyramLwmm, HO 3TO MMEHHO, TO 4YTO »aeT AD ecnn Bbl

XOTUTe co3aaTbh "writable" To eCcTb n3mMeHsemMyto rpynny 3anucu.

HakoHel, aTpnbyT groupType BbIrNAAUT fake 6esymHee! BbIXOAUT. 4TO €Can Bbl XOTUTE, YTOObI
rpynna nmena local gomeH MmacwTab X0TENOK Tak Xe 1 3TO Tak e rpynna 6e3onacHoCTu(kKak
NPOTUBOBEC pacnpenesieHHON rpynrnoi) Bam HY>KHO ByaeT genatb NobuToBbIE ONEepauun ons

¢naros onmncaHbl B AD JoKyMeHTauuu.

34ecb 1 cevac, HauyMHaeM. Bbl MO)KeTe NpoBepuTb, YTO Fpynna co3gaHa UCMNoJib3ys 3HAKOMYIO

Idap KomaHgy.

ldapsearch -LLL -o ldif-wrap=no -b "OU=testgroup,0U=Group,dc=example,dc=com" \
D "${LDAP_USERNAME DN}" -w "${LDAP_BIND_PASSWD}" -h "${LDAP_HOST}" \

' (CN=testgroup)' cn

[obaBneHune 03epa

HNob6asneHune nonb3zoBaTtensa notpebyet 6osblue Npu pa3paboTke, 1 MEHA OCMHWUIO0, MOTOMY YTO He
6b1710 4OCTAaTOYHO 0O4EBUAHO, KaK 3TO AenaTb. Jlyqwmn cnocob Hay4YnTbCA 3TOMY AenaTb

KOHKpPeTHble NpuMepbl.

MpenctaBuMm, Bbl XOTUTE CO34aTb HOBOro nosb3oBaTtensa LDAP n Ha3HauynTb eMy Napob. [aBanTte
CKa)XKeM elLLle Bbl HE XOTUTe, 4TOOblI Naposib UMeN CPOK AeNCTBUSA. YTO 9 06bIYHO AyMatlo B TAaKOM

c/lyvae 3TO XUTPOCThbIO CAesiaTb BCE B 0AMH MPOCTOM 3anpoc AddRequest MOX0XKMM 06pa3oM 4TO



Obln paHee.

A nymato 9 Hanay npasunabHble LDAP aTpnbyThl, cobpaB nx B AddRequest 1 3Ta paboTa byneT
BbINOJIHEHA. A1 Obl Y>KACHO He npaB 1 Ha 3TO NoTpeboBanoCb HEKOTOPOE BpeMs 4TO Bbl 3TO

MOHATDb.

I'IonyqaeTc;l KJ1lOY - 3TO pa3deTb BeCb Nnpouecc Ha Tpu Wwara:

e Co30aTb OTKJIIOYEHHbIN aKKayHT
e YCTAHOBUTb Maposib A9 HEro

e BK/IIOYNTb adKKayHT

3Ha4d 37O, pe3yan|/|py}0LL|,|/||7| KOO OJ14 NMepBOro wara 6y)1eT OO0BOJIbHO MPOCT:

// TYT vpeT nogkyeHue

addReq = ldp.NewAddRequest ("CN=fooUser,0U=Users,dc=example,dc=com", []ldp.Control{})
addReq.Attribute("objectClass", []string{"top", "organizationalPerson", "user", "person"})
addReq.Attribute("name", []lstring{"fooUser"})

addReq.Attribute("sAMAccountName", []string{"fooUser"})
addReq.Attribute("userAccountControl", []string{fmt.Sprintf("%d", 0x0202})
addReq.Attribute("instanceType", [lstring{fmt.Sprintf("%d", 0x00000004})
addReq.Attribute("userPrincipalName", []string{"fooUser@example.com"})

addReq.Attribute("accountExpires", []string{fmt.Sprintf("%sd", 0x00000000})
addReq.Attributes = attrs
if err := 1.AddRequest(addReq); err != nil {

log.Fatal("error adding service:", addReq, err)

Tenepb akKayHT KOTOPbIA Bbla1 CO34aH MOXHO MepeHecTn B BTOPOW LWar: HaCTPOUTb Naposib

Mnosb30BaTesto.

CepBep AD xpaHUT naposib B Buae koanposku little-endian UTF16 B base64. K c4acTblo, A1 MeHs
linux NpenocTaBseT HECKOJIbKO YA0OHbIX YTUINT KOTOpas MOryT cAefnaTh 3TO 3a Hac. YTobebl

COo34aTb HOBbIV NapPOJib NPaBUILHOIO hopMaTa.

echo -n "\"password\"" | iconv -f UTF8 -t UTF16LE | base64 -w 0O



Tenepb Bbl CO34anuM Mpaosib 411 HOBOro noJsib3oBaTtens, Bpems nobasmTb ero B LDAP cepBep. 3710
MO>XHO cAenlaTb U3MEHAA Y Noib30oBaTeNs unicodePwd aTpmbyT. Koa HMXKe nokasbiBaeT Kak 3To

coenaThb:

// TyT upeTt nopkrwyeHue

// https://github.com/golang/text

// According to the MS docs the password needs to be enclosed in quotes o 0
utflé := unicode.UTF1l6(unicode.LittleEndian, unicode.IgnoreBOM)

pwdEncoded, err := utfl6.NewEncoder().String(fmt.Sprintf("%q", userPasswd))
if err = nil {

log.Fatal(err)

modReq := ldap.NewModifyRequest("CN=fooUser,0U=Users,dc=example,dc=com", []ldap.Control{})

modReq.Replace("unicodePwd", []string{pwdEncoded})

if err := 1.ModRequest(modReq); err != nil {

log.Fatal("error setting user password:", modReq, err)

IOHUNKO o6pa6aTb|BaeT KoL KOTOprI7I noet n3 Go TeKCTOBOro nakeTa.

HakoHel HaMm HY>XHO BKJIOHUTb MNMOJIb30BaTe 1A N3MEeHAA anI/I6yT.

modReq := ldap.NewModifyRequest("CN=fooUser,0U=Users,dc=example,dc=com", []ldap.Control{})
modReq.Replace("userAccountControl”, []string{fmt.Sprintf("%d", 0x0200})

if err := 1.ModRequest(modReq); err != nil {

log.Fatal("error enabling user account:", modReq, err)

CHoBa, Bbl MOXXeETe JIerko MPOBEPUTb HTO Obl21 CO34aH NONb30BaTESb.

$ ldapsearch -LLL -o ldif-wrap=no -b "OU=fooUser,0U=Users,dc=example,dc=com" \

-D "{LDAP USERNAME DN}" -w "${LDAP BIND PASSWD}" -h "${LDAP HOST}" \

"(CN=fooUser)"' cn



[lobaBneHne akkayHTOB OJ/19 MaLUWH

Bbl MOXeTe Tak e co3aaTb machine(aka service) akkayHT B LDAP KOTOpPbIN 4aCTO MCMONb3yeTCs
B conpsikeHun ¢ Kerberos onga xpaHeHus atpnbyToB cepBuCa 1 BblAava OOCTyNa pPa3/INYHbIM

cepBuUcaM 1 pecypcam.

Y4yeTHas 3anncb A58 MallHbl MOXKET ObITb CO34aHa TaK XXe Kak 1 NoJsib30BaTesIbCKue adKKayHTHhI,

HO eCTb pa3HuMua.

Heobxoanmo nobaBuTb 3Ha4YeHne computer B CMMUCOK 3Ha4YeHU aTpubyTa objectClass - raaBHOE
oTnun4me. Bcé ocTanbHOe MOXXeT ObiTb TEM »Ke CaMbIM. TaK )Ke HEKOTOpPbIE NOAN He YKa3biBaloT
naposs ANs y4eTHOM 3anncy A1 MallWHbl, MO3TOMY Bbl MOXKETe NPOoNyCTUTb 3Ty YacTb

MOJIHOCTbLIO N MPOCTO CO30aTb HOBYHO 3alUCb NMOXOXNM MYTEM KaK CO34KTCA rpynnbl.

N13ameHeHUne DN

NHorpoa Hy>xHO nepemecTuTb LDAP 3annch mexxay pasnnyddbeiMy OU. Hn)Ke MOXKHO B3r/IsHYTb Ha

KOO, KOTOPbI 3TO AenaerT.
// connect code comes here

// move fooUser from OU=Users to OU=SuperUsers

req := ldap.NewModifyDNRequest ("CN=fooUser,0U=Users,DC=example,DC=com", "CN=fooUser", true,
"QU=SuperUsers,DC=example,DC=com")

if err = conn.ModifyDN(req); err != nil {

log.Fatalf("Failed to modify userDN: %s\n", err)

Mepsoe - BTOpon napameTp 1 3To RDN (oTHOoCcuTenbHbIM DN) Kak 3aMeHa nonHomy nyTu DN. LDAP
cepBep XpaHWUT 3anucn(n gpyrve Bewm) nepapxmyeckmm cnocobom ( Ha camom gese 3To CJI0XKHO
CTPYKTYpPUpPOBaHHbIN rpad). Ka)kgasa 3annucb CyLlecTByeT B CTPOron opraHn3aLmnoHHON
nepapxmn(BoaMoXXHO Npoekumns peanbHoro Mmupa AD). OTcloga no3numnsa 3anncu sBcerga
oTHocuTesnbHa apyrux DN vyacTten nnm abCconoTHO ecnn yKa3aHo 4YTO UCMOJIb30BaTb HYXXHO

MoJIHbLIA NyTb DN.



TpeT|/||7| napaMeTp roeopunT yaaJieHHOMY cepBepy roe oH OoJiXKeH yaaJinTb OPUrmMHaJibHYyt0 3arfncb
KaK TOJIbKO OHa 6YD,QT yOeJieHa. Ecnn mbl pewnm oCTaBNTb 3alfnuncb rnocJsie KornmpoBaHMA,

HeobXx0aAMMO yK3a3aTb 3Ha4yeHue false . [locnegHWn NapamMmTep HOBbLINM POAUTENLCKUN KaTasior.

Ecnn Bbl xoTuTe nepenmeHoBaTb CN(Mam Kakme-To aTpmbyT) Thl MOXKelwb 060NTK NocnegHNI
napaMeTp yKa3aB ero nycTpon CTPOKOWM T.0. KOA KOTopbIn ByneT nepermMeHoBbIBaTb
nonb3oBaTensa fooUser B barUser 6e3 nepeMelleHns ero BOKPYr pasiMyHbIX oylek byaeT

BbIFIAANT clegyrowmm obpa3om:

// move fooUser to "OU=SuperUsers,dc=example,dc=com"

req := ldap.NewModifyDNRequest("CN=fooUser,0U=Users,DC=example,DC=com", "CN=barUser", true,
")

if err = conn.ModifyDN(req); err != nil {

log.Fatalf("Failed to modify DN: %s\n", err)

I3mMeHeHne napons

,D,pyra;l BE€lLlb KOTOpPaA BaM 6yp,eT HY>XHa 3TO UsMeHeHmne CylecTBYyLEero rnapoi4. Y106kl ero

NMOMEHATb BaM HY>XHO 4YTO-TO MOoXo>Xee Ha:

passwdModReq := ldap.NewPasswordModifyRequest("", "OldPassword", "NewPassword")
if , err = 1l.PasswordModify(passwdModReq); err != nil {

log.Fatalf("failed to modify password: %v", err)

Ecnun Bbl He yKa3anc HOBbI Naposib cepBep byneT reHepMpoBaThb C/yYalHbIA Naposib U BEpHET

€ero BaM:

passwdModReq := ldap.NewPasswordModifyRequest("", "OldPassword", "")
passwdModResp, err := 1.PasswordModify(passwdModReq)
if err !'= nil {

log.Fatalf("failed to change password: %v", err)

newPasswd := passwdModResp.GeneratedPassword



log.Printf("New password: %s\n", newPasswd)

B oT/in4mm oT naMeHeHns napons y‘-IETHOI7I 3anncu npun cosgaHnn, BaM He HY>XHO BblAeJ1aTb

KaBblikaMu UTF-16 base64 3amndpoBaHHYO CTPOKY.

YoaneHue

YnaneHne LDAP panucn o4eHb NpocTa. BC& 4TO BaM HY>XHO co3aaTb DelRequest mpepocTaBms DN

3anncn n 3aTeM 3anyTCTUTb KOMaHAOy crieayrouwmm 06pa30M:
delReq = ldap.NewDelRequest("CN=fooUser,0U=Users,dc=example,dc=com", []ldap.Control{})

if err := l.Delete(delReq); err != nil {

log.Fatalf("Error deleting service: %v", err)

OnATb »Ke, Bbl MOXXETe JIErko NMPOBEPUTb UCMOJIb3YSA 3HAKOMYIO KOMaHLY ldapsearch MOKa3aHHYIo

BblLle.

3anpo

HOasanTe nonrosopuMm o 3anpocax LDAP 3anuncen v nx attpubyTos.

Y106kl 3anpocnTb LDAP 3anncbk BaM Hy>XHOe C034aTb SearchRequest , KOTOPbI Bbl rnowisiete B LDAP

cepBep UCNonb3ysa PyHKLUIO.

SearchRequest NpenocTaBAAET pa3/iMyYHbleé BO3MOHOCTb A4 H8CTp0I7IKVI 3anpoca, HO Mbl OTMETNM

I'IepBbIIZ 3, KOTOpPbIEe A4 HaX0>XXY Ba>XHbIMW:

e BaseDN - nouck DN onsa 3anucu
e Filter - ona oTcenBaHma pesysbTaToB
e Attributes - napameTpbl KOTOpPblE BaM MHTEPECHbLI. [laBanTe B3rJgsHEM Ha KOHKPETHOM

npvMepe 1 NoCMOTPUM Ha AeTanu:



// KOO nopkK4veHus

user := "fooUser"
baseDN := "DC=example,DC=com"

filter := fmt.Sprintf("(CN=%s)", ldap.EscapeFilter(user))

// Filters must start and finish with ()!
searchReq := ldap.NewSearchRequest(baseDN, ldap.ScopeWholeSubtree, 0, 0, 0, false, filter,
[1string{"sAMAccountName"}, []ldap.Control{})

result, err := 1.Search(searchReq)
if err = nil {

return fmt.Errorf("failed to query LDAP: %w", err)

log.Println("Got", len(result.Entries), "search results")

HayHeM c co3aHnsA HOBOro SearchRequest UM CKOPMUM €My TpW NMapameTpa KOTopble S YNOMSHY

paHee. Hy)KHO OTMETUTb, YTO MPWN CO3OAHNN SearchRequest €CTb OB€ BeELLMW.

e HeobxoonM KOPPEKTHbIN hUbTPp KOTOpbIN ByaeT nepefaBaTbCsa B PyHKUMIO. 3anmcb CN
[O0JKHa BbITb NMoMeleHa B CKOBkK () . Ecnm Bbl TaM He caenaeTe, TO NOJyHYUTb OLWNOKY
npwu 3anycke: LDAP Result Code 201 "Filter Compile Error": Idap: filter does not start with
an ‘('

e [1py NCNONb30BaHUM \ HY>XXHO MOJIb30BaTbCA ldap.Escape() (yHKUMEN, 4TOObI

NCKJOYUTb CrlyYanHble ownbkm LDAP.

Tenepb noroBopuM 06 oCcTaBLUMXCSA NapaMeTpax. Micnonb3ys ldap.ScopeWholeSubtree Mbl FOBOPUM

LDAP cepBepy, 4TO XOTUM UCKaTb 3anncu rno scemy nepesy DN.

EcTb elle napaMeTpbl AOCTYMNHbIE BpoAe ldap.ScobeBaseObject KOTOPLIN ULLLET TOJIbKO BHYTPWU RDN .

Ho ons aToro npumepa, s XoTen NokasaTb LWNPOKUIA AOMEHbINA MOUCK.

Ewe HeobXxo4MMO OTMETUTL, 4TO Mbl Nepenaem cpe3 LDAP napamMeTpoB B KOTOPbIX Mbl
3anHTepecoBaHHbl. ECnm Bbl ocTaBuTe cpe3 aTTpubyTOB NyCTbIM MONCK BEPHET BCE NapaMeTpbl
3anucen LDAP, KOoTopbln BaM NOHaZobmTCs, HO A XOTeN NoKa3aTb KakK Bbl MOXXeTe BbibpaTb CANCOK

aTpnbyTOoB. ByiT€ OCTOPOXXHbI, pa3Mep aTTPUBYTOB Bbl MOXXETe 3anpoCuTb UX BCe.



EcTb MHOXecTBO apyrux There are plenty of other options to search LDAP at your disposal.
Particularly, you should have a look at SearchWithPaging function which as its name suggests lets

you page the query results if you expect huge loads of them.

Display results

Now that you know how to query the records you might want to display them in the terminal in

some human-readable form. There are two handy functions at your disposal: Print and PrettyPrint.

Personally | think they seem almost the same, though PrettyPrint lets you indent the result(s) so
you can see the AD tree structure more clearly. See for yourself the results of using both of the

functions:

This is the result of Print():

DN: CN=fooUser,0U=Users,DC=example,DC=com

sAMAccountName: [fooUser]
This is the result of PrettyPrint(2) (see the attribute 2-space indentation):

DN: CN=fooUser,0U=Users,DC=example,DC=com

sAMAccountName: [fooUser]

Conclusion

We have reached the end of this post. Congrats and thank you if you stayed with me until the end!

Hopefully, you learned something new and useful which expands your Go toolbox.

When | started using Idap-go library some things were not quite obvious to me, so hopefully the

examples in this blog post help whoever ends up having to interact with AD using Go.

As always, if you have any questions or find any inaccuracies in the post let me know in the

comments. Until next time!

e https://en.wikipedia.org/wiki/Lightweight_Directory Access Protocol



https://tools.ietf.org/html/rfc4513#section-5.1.2
https://tools.ietf.org/html/rfc4513#section-6.3.1
https://tools.ietf.org/html/rfc4422#appendix-A
https://docs.microsoft.com/en-us/windows/win32/adschema/a-instancetype
https://docs.microsoft.com/en-us/windows/win32/adschema/a-grouptype
https://github.com/golang/text
https://en.wikipedia.org/wiki/Kerberos_(protocol)



Writing a Reverse Proxy In
just one line with Go

Leave your programming language hang ups at the door and come admire the best standard

library I've ever come across.
This is all the code you actually require...

Choosing a Programming Language for a project shouldn’t be like declaring who your favourite

team is. it should be a matter of pragmatism and choosing the right tool for the right job.

In this post | want to show you when and why Go shines as a language. Specifically | want to show
you how rock solid their standard lib is for basic internet programming. Even more specifically...

were gonna write a Reverse Proxy!

“Go has a lot going for it but where it really struts it stuff is in these lower level network plumbing
tasks, there’s no better language.” What is a reverse proxy? A big fancy way of saying a traffic
forwarder. | get a request send from a client, send that request to another server, receive a
response from the server and forward it back to the client. The reverse part of this simply means

the proxy itself determines where to send traffic and when

Why is it useful? Because the concept is so simple it can be applied to assist in many different

cases: Load balancing, A/B Testing, Caching, Authentication etc...

By the end of this short post you will have learned how to:

Serve HTTP requests

Parse the body of a request Serve traffic to another server using a Reverse Proxy Our Reverse

Proxy Project Lets dive into the actual project. What we are going to do is have a web server that:



Takes requests

Reads the body of a request, specifically the proxy_condition field
If the proxy domain is equal to A send traffic to URL 1

If the proxy domain is equal to B send traffic to URL 2

v s W N

If the proxy domain is neither then send traffic to the Default URL.

Prerequisites

Go for programming with. http-server for creating simple servers with. Setting up our environment
First thing we want to do is input all the required configuration variables into our environment so

that we can both use them in our application while keeping them out of source code.
| find the best approach is to create a .env file that contains the desired environment variables.
Below is what | have for this specific project:
export PORT=1330
export A CONDITION URL="http://localhost:1331"
export B _CONDITION URL="http://localhost:1332"
export DEFAULT CONDITION URL="http://localhost:1333"
This is a habit | picked up from the 12 Factor App
After you save your .env file you can run:

source " .env

to configure load the config into your environment any time.
Laying the foundation of our project Next lets create a file called main.go that does the following:

1. When started logs the PORT, A_CONDITION_URL, B_CONDITION_URL, and
DEFAULT_CONDITION_URL environment variables to the console

2. Listen for requests on the path: /



package main

import (

0"bytes"
0"encoding/json"
0"io/ioutil"

0"log"

0"net/http"
0"net/http/httputil”
O0"net/url"

J"os"

O"strings"

)

// Get env var or default

func getEnv(key, fallback string) string {
Oif value, ok := os.LookupEnv(key); ok {
Odreturn value

0}

Oreturn fallback

}

// Get the port to listen on
func getlListenAddress() string {
Oport := getEnv("PORT", "1338")
Oreturn ":" + port

}

// Log the env variables required for a reverse proxy
func logSetup() {
Oa_condtion url := os.Getenv("A CONDITION URL")

(b condtion url := os.Getenv("B CONDITION URL")

[Odefault condtion url := os.Getenv("DEFAULT CONDITION URL")

Olog.Printf("Server will run on: %s\n", getlListenAddress())
Olog.Printf("Redirecting to A url: %s\n", a condtion url)
Olog.Printf("Redirecting to B url: %s\n", b _condtion url)
Olog.Printf("Redirecting to Default url: %s\n", default condtion_url)
}



// Given a request send it to the appropriate url
func handleRequestAndRedirect(res http.ResponseWriter, req *http.Request) {
// We will get to this...

func main() {
0// Log setup values
JlogSetup()

(// start server

Ohttp.HandleFunc("/", handleRequestAndRedirect)

Jif err := http.ListenAndServe(getListenAddress(), nil); err != nil {
O0panic(err)

0}

}

([TLet’s get the skeletons out of the closet so we can move onto the fun stuff.)

Now you should be able to run

Parse the request body Now that we have the skeleton of our project together we want to start
creating the logic that will handle parsing the request body. Start by updating

handleRequestAndRedirect to parse the proxy_condition value from the request body.

type requestPayloadStruct struct {
OProxyCondition string “json:"proxy condition"®

}

// Get a json decoder for a given requests body

func requestBodyDecoder(request *http.Request) *json.Decoder {
0// Read body to buffer

Obody, err := ioutil.ReadAll(request.Body)

0if err !'= nil {

O0log.Printf("Error reading body: %v", err)

Odpanic(err)

0}

[// Because go lang is a pain in the ass if you read the body then any susequent calls
00// are unable to read the body again....
Orequest.Body = ioutil.NopCloser(bytes.NewBuffer(body))



Oreturn json.NewDecoder(ioutil.NopCloser(bytes.NewBuffer(body)))
}

// Parse the requests body
func parseRequestBody(request *http.Request) requestPayloadStruct {

(decoder := requestBodyDecoder(request)

Ovar requestPayload requestPayloadStruct

Oerr := decoder.Decode(&requestPayload)

gif err != nil {
Odpanic(err)

0}

Oreturn requestPayload

}
// Given a request send it to the appropriate url
func handleRequestAndRedirect(res http.ResponseWriter, req *http.Request) {

JrequestPayload := parseRequestBody(req)

0// ... more to come

(Basic parsing of a JSON blob to a struct in Go.)

Use

proxy_condition to determine where we send traffic Now that we have the value of the

proxy_condition from the request we will use it to decide where we direct our reverse proxy to.
Remember from earlier that we have three cases:

If proxy_condition is equal to A then we send traffic to A_CONDITION_URL If proxy_condition is
equal to B then we send traffic to B_CONDITION_URL Else send traffic to DEFAULT_CONDITION_URL



// Log the typeform payload and redirect url
func logRequestPayload(requestionPayload requestPayloadStruct, proxyUrl string) {
Olog.Printf("proxy condition: %s, proxy url: %s\n", requestionPayload.ProxyCondition, proxyUrl)

}

// Get the url for a given proxy condition
func getProxyUrl(proxyConditionRaw string) string {

OproxyCondition := strings.ToUpper(proxyConditionRaw)

Oa condtion url := os.Getenv("A CONDITION URL")
b condtion url := os.Getenv("B CONDITION URL")
Odefault condtion url := os.Getenv("DEFAULT CONDITION URL")

Oif proxyCondition == "A" {
Odreturn a_condtion url

0}

le prOXycondi‘tiOn == "B" {
Odreturn b_condtion_url

0}

Oreturn default condtion url

}

// Given a request send it to the appropriate url

func handleRequestAndRedirect(res http.ResponseWriter, req *http.Request) {
OrequestPayload := parseRequestBody(req)

Qurl := getProxyUrl(requestPayload.ProxyCondition)
OlogRequestPayload(requestPayload, url)

// more still to come...

Reverse Proxy to that URL

Finally we are onto the actual reverse proxy! In so many languages a reverse proxy would require a

lot of thought and a fair amount of code or at least having to import a sophisticated library.



However Golang’s standard library makes creating a reverse proxy so simple it's almost

unbelievable. Below is essentially the only line of code you need:

httputil. NewSingleHostReverseProxy(url).ServeHTTP(res, req) Note that in the following code we

add a little extra so it can fully support SSL redirection (though not necessary):

// Serve a reverse proxy for a given url
func serveReverseProxy(target string, res http.ResponseWriter, req *http.Request) {
0// parse the url

Qurl, _ := url.Parse(target)

(0// create the reverse proxy

Oproxy := httputil.NewSingleHostReverseProxy(url)

[0// Update the headers to allow for SSL redirection
Oreq.URL.Host = url.Host

(Oreq.URL.Scheme = url.Scheme
Oreq.Header.Set("X-Forwarded-Host", req.Header.Get("Host"))
Oreq.Host = url.Host

0// Note that ServeHttp is non blocking and uses a go routine under the hood
Oproxy.ServeHTTP(res, req)
}

// Given a request send it to the appropriate url

func handleRequestAndRedirect(res http.ResponseWriter, req *http.Request) {
OrequestPayload := parseRequestBody(req)

Qurl := getProxyUrl(requestPayload.ProxyCondition)

OlogRequestPayload(requestPayload, url)

[serveReverseProxy(url, res, req)

}

The one time in the project it felt like Go was truly getting out of my way.Start it all up

Ok now that we have this all wired up setup our application on port 1330 and our 3 simple servers

on ports 1331-1333 (all in separate terminals):



source .env && go install && $GOPATH/bin/reverse-proxy-demo
http-server -p 1331
http-server -p 1332
http-server -p 1333

With all these up and ruuning we can start to send through a requests with a json body in another
terminal like so: F
curl --request GET \
--url http://localhost:1330/ \
--header 'content-type: application/json' \
--data '{

"proxy condition": "a"

}I
If your looking for a great HTTP request client | cannot recommend Insomnia enough.

and Voila we can start to see our reverse proxy directing traffic to one of our 3 servers based on

what we set in the proxy_condition field!

image (Its alive!l!)

Wrap Up

Go has a lot going for it but where it really struts it stuff is in these lower level network “plumbing”
tasks, there’s no better language. What we’ve written here is simple, performant, reliable and very

much ready for use in production.
For simple services | can see myself reaching for Go again in the future.
(1] This is open source! you can find it here on Github

@ | only write about programming and remote work. If you follow me on Twitter | won't waste your

time.



