Ecnu Bbl BUANTE 4TO-TO HEOBbIYHOE, MPOCTO coobwmnTe MHe.

AHanuns
NPoOn3BOANTEJIbLHOCTI
Docker KOHTenHepoB C
MOMOLLbIO BCTPOEHHbIX
MHCTPYMEHTOB

KoHTenHepu3aumnsa MeHsaeT opraHn3aLio pa3BepThiBaHUSA N NCMOJIb3BaHUS MPOrpPaMHOro
obecnedyeHuns. Bbl MoXxeTe pa3BepTbiBaTb No4Tn ntoboe MO HageXHO BCEro C NOMOLLbI OQHON
KOMaHAabl. VI ¢ nomMowbio naaTgopMbl okpecTpauun spoge Kubernetes n DC/OS, paxxe

npom3BoacCcTBeHHOE pa3BepTbiBaHNE CTaHOBUTCA MPOCTbIM.

B03MO>XHO Bbl y>Ke urpanunce ¢ Docker, 1 3anyckasim HECKOJIbKO KOHTelHepoB. Ho ofiHa Bellb
KOTOPYIO Bbl HE BCTpeYanu, 3To To Kak Docker BeneT ceba B 3aBUCMMOCTU OT pPa3SINYHbIX

HarpysoK.

CHapy>K|/| Docker KOHTEIZHepr MOT'YT BbIr1IAANTb KaK YePHble AWK, HO NMOAHTHO, 4TO

OO0/IbLLUVMHCTBO NOAEN XOTAT nony4aTb C HUX METPUKN N MPON3BOAONTb aHaJIN3.

B aToN cTaTbe, Mbl HacTpouM ManeHbknn CrateDB knacTtep, ¢ Docker n 3aTem npongemcs rno

rnonesHbIM KoMaHaam Docker, KOTOpPbIe NMO3BOJIAT HaM B3rJidHYTb Ha NPon3BOANTEJIbHOCTb.



HayHeM C Hebo1bLiOoro
BCTYyrJieHnsa gna CreateDB.

HacTtpoum Docker kKfiactep And
CrateDB

CrateDB 3To oTKpbITas, pacnpeneneHHas SQL 6a3a gaHHbIX KOTOpas YyrNpoLLaeT XpaHeHne u
aHa/IM3 MaCCUBHOM0 KOJINYECTBa AaHHbIX MalUNH B peasibHOM BpeMeHn. OHa MacwTabupyema
rOpU30HTaJIbHO, BICOKOOOCTYMHAsA 1 3anyCKaeTCcs B 0TKa30yCTONYMBBLIX KJlacTepax, KoTopas

pa60TaeT O4€Hb XOPOLO B BUPTYaJilbHbIX N KOHTeVIHepI/BI/IpOBaHHbIX OKPYXeHNAX.

Y Bac y>xe MmoxeT bbITb Docker knacTep ¢ CrateDB KOTOpbI Bbl MOXKETE UCNOb30BaTh. nun naxe,

3anyckaTb Ntobble KOHTenHepbl.

Ecnn Bbl XOTUTE HAaCTPOUTb ManeHbkuii knactep CrateDB gns sKCNnepmMeHTOB C C MeTpUKaMu

npon3BoaANTEJNIbHOCTU, Bbl MOXKETE CJZ1Ieg0BaTb NHCTPYKUUN OT CrateDB.

Docker meTpukwu

NaBHble NapaMeTpbl MPON3BOANTENILHOCTU KOHTENHEPOB, KOTOPbIN HAaC MHTEpPecyeT B 3TOMN

cTaTbe 370 3arpy3ka UMY, namatb, 6noknposka 1/0, n ceTb.
Docker npepnocTtaBnaeT pa3/inyHble BOSMOXKHOCTU ANA NOJIYHYEHUA STUX METPUK:

e llcnonb3oBaTb KOMaHAY docker stats
e Vicnonb3oBaHme REST API BbicTaBneHHyt0 Docker peMmoHoOM

e YTeHune cgroups onsa npesno annos.

OnHako, METPUKWN NMOKPbIBAOT 3TN ME€XaHWU3Mbl, HE OAMHAKOBO.



Ons npumepa, docker stats MpenoCcTaBAseT BEPXHEYPOBHEBYIO KAPTUHKY PECYPCOB, KOTOPYIO
[OCTaToO4YHO A1 60/bLIMHCTBA NoJsib3oBaTesNe. B To BpeMsi, Kak NceBao aisbl cgroup
NpPefoCTaBASAOT AeTallbHYI0 aHAaJIMTUKY KOTOpas MOXXET rnoJsiesHa ans rnybokoro aHanmsa

npomn3BoanNTEesIbHOCTHU KOHTeIZHepa.

Mbl 06CyaANM 3TU TPU BO3SMOXKHOCTM.

HadyHeM C ooKep KOMaHA;:

docker stats

OTa KOMaHa NoKa3blBaeT XXWBble OEHHble BCEX 3anyLweHHbIX KOHTGIZHEpOB.

OTMeTuM, 4YTO ecsi Bbl YKa3a>XXeT OCTaAHOBJIEHHbIN KOHTeI7IHep, KOMaHda BbIMNOJIHUTCA yCrnewHo, HO

He ByAeT HMKAKOro BbiBOAA.

YT00bI OrpaHN4YnNTb AaHHblIE ON1d OOQHOIr0 NN HECKOJTKUX KOHTeIZHepOB, Bbl MOXXeETe YKa3aTb

CMNMnMCoK NMMEH KOHTeIZHepOB wnun ID pa3gesieHHble npo6en0M.
Ona Tpex HOOHOro KfacTepa, BbIBOL MOXET BbIrALeTb Cﬂeﬂ,y}OU_lMVIM o6pa30M:

$ docker stats

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET I/0 BLOCK

I/0 PIDS

2f2697df4b79 0.21% 336.2 MiB / 1.952 GiB 16.82% 21.7 MB / 8.51 MB 2.57 MB / 119
kB 48

9f71cde6529e 0.16% 295.1 MiB / 1.952 GiB 14.76% 42.9 kB / 3.81 kB 0 B/ 119

kB 45

75b161da6562 0.21% 351.8 MiB / 1.952 GiB 17.60% 44.5 kB / 3.81 kB 59.4 MB / 119
kB 45

HdaBanTe nogpobHee pa3ebepm 3Tu cTONOLIbI:

e CONTAINER - konoHka oTtobpakaeT ID KoHTenHepa.
e CPU - oTobpa>kaeT BO3MOXKHOCTMK XocCTa. [lnsg npuMepa ecnn y Bac eCTb [iBa KOHTeunpea,
oba byayT ncnonb3oBaTb OAUH N TOT XKe NPoLLeccop, N KaxKabln byaeT ncrnonb3oBaTb No

MaKCUMyMy, docker stats KOMaHAa OJ19 KaXXOO0ro KoHTenHepa bynet otobparkaTtb "50%"



ncnonb3oBaHUsA. O4HAKO C TOYKM 3peHNS CaMOro KOHTEHepa OH UCMOJIb3yeT ero Ha BCio
MOLLb.

e MEM USAGE / LIMIT n MEM % KOJIOHKa OTpa>kaeT KOJIM4YeCTBO NaMsaATU UCMoJib3yeMoe
KOHeNnHepoM,
The MEM USAGE / LIMIT and MEM % columns display the amount of memory used by the
container, along with the container memory limit, and the corresponding container
utilization percentage.If there is no explicit memory limit set for the container, the
memory usage limit will be the memory limit of the host machine.Note that like the CPU %
column, these columns report on host utilization. The NET I/O column displays the total
bytes received and transmitted over the network by the corresponding container.For
example, in the above output, container 2f2697df4b79 received 21.7 MB and sent 8.51
MB of data. The BLOCK I/O section displays the total bytes written and read to the
container file system. The PIDS column displays the number of kernel process IDs running

inside the corresponding container.

Next, let's take a look at the REST APIs exposed by Docker daemon. REST API

The Docker daemon listens on unix:///var/run/docker.sock, which only allows local connections by

the root user. When you launch Docker, however, you can bind it to a different port or socket.

Like docker stats, the REST API continuously reports a live stream of CPU, memory, and I/O data.

However, the API provides longer, live-streaming chunks of JSON, with metrics about the container.

To see this yourself, access the API like so:

$ curl -v --unix-socket /var/run/docker.sock

http://localhost/containers/CONTAINER_ID/stats

Here, replace CONTAINER ID with the ID of the container you want to inspect.

You should receive a JSON stream.

Here's what it looks like:

Analyzing Docker Container Performance: JSON stream

This is a bit of a mess. So let's run it through a JSON pretty printer and take a closer look.



There are several fields in the JSON data. For this post, we're only going to look at performance

specific data.

First, the cpu_stats object:

"cpu_stats": { "cpu_usage": { "total usage": 20902022446, "percpu_usage": [9406810955,
11495211491], "usage_in_kernelmode": 5040000000, "usage_in_usermode": 14470000000 },
"system_cpu_usage": 139558680000000, "online_cpus": 2, "throttling_data": { "periods":0,
"throttled_periods":0, "throttled_time":0 } }

Let's look at its keys, one by one.

The cpu_usage contains an object with the following keys:

total usage Total CPU usage in nanoseconds. percpu_usage Per core CPU usage in nanoseconds. A
sum total of all the usage stats in this object. usage_in_kernelmode System CPU usage in

nanoseconds. usage_in_usermode User CPU usage in nanoseconds.

Next up is system_cpu_usage. This value represents the host's cumulative CPU usage in

nanoseconds. This includes user, system, and idle.

The online_cpus value represents the number of CPU core on the host machine.

CPU utilization is one of the key factors needed to judge the overall load on the system and as you
can see above, the Docker daemon REST API provides comprehensive CPU usage stats, so you can

monitor and adjust your deployment as needed.

Now, let's move on to to the memory_stats object:

"memory_stats": { "usage": 310312960, "max_usage": 328871936, "stats":{ "active_anon":
305885184, "active file": 954368, "cache": 2039808, "dirty": 16384, "hierarchical_memory_limit":
9223372036854771712, "hierarchical_memsw_limit": 9223372036854771712, "inactive_anon": 0,
"inactive_file": 1081344, "mapped file": 139264, "pgfault": 154346, "pgmajfault": 0, "pgpgin™:
152351, "pgpgout": 77175, "rss": 305881088, "rss_huge": 0, "swap": 0, "total_active_anon":
305885184, "total_active file": 954368, "total _cache": 2039808, "total _dirty": 16384,
"total_inactive_anon": 0, "total_inactive file": 1081344, "total_ mapped_file": 139264,
"total_pgfault": 154346, "total_pgmajfault": 0, "total_pgpgin": 152351, "total_pgpgout": 77175,



"total _rss": 305881088, "total rss_huge": 0, "total swap": 0, "total _unevictable": O,
“total_writeback": 0, "unevictable": 0, "writeback": 0 }, "limit": 2096177152 }

There's a lot of data here, and we don't need to know what all of it means.

Here are the most important bits for getting started:

The cache value is the memory being used by the container that can be directly mapped to block
devices. In simpler terms, this as a measure of file operations (open, read, write, and so on)
being performed against the container file system.

The rss value is memory that doesn't correspond to anything mapped to the container file
system. That includes stacks, heaps, and anonymous memory maps.

The mapped file value is the memory mapped by the processes inside the container. Files are
sometimes mapped to a segment of virtual memory to improve I/0 performance.

The swap value is the amount of swap currently used by processes inside the container. Swap,
as you may know, is file system based memory that is used when the physical memory (RAM) has

run out.

Next up is the blkio_stats object:

"blkio_stats": { "io_service_bytes recursive": [ { "major": 259, "minor": 0, "op": "Read", "value":
16039936 }, { "major": 259, "minor": 0, "op": "Write", "value": 122880 }, { "major": 259, "minor":
0, "op": "Sync", "value": 16052224 } ]}

This object displays block I/O operations performed inside the container.

The io_service bytes recursive section contains the number of objects representing the bytes

transferred to and from the container file system by the container, grouped by operation type.

Within each object, the first two fields specify the major and minor number of the device, the third
field specifies the operation type (read, write, sync, or async), and the fourth field specifies the

number of bytes. cgroups Pseudo Files

cgroups pseudo files are the fastest way to read metrics from Docker containers.

cgroups pseudo files do not require root access by default, so you can simply write tools around

these files without any extra fuss.



Also, if you are monitoring many containers per host, cgroups pseudo files are usually the best

approach because of their lightweight resource footprint.

The location of cgroups pseudo files varies based on the host operating system. On Linux
machines, they are generally under /sys/fs/cgroup. In some systems, they may be under /cgroup

instead.

To access cgroups pseudo files, you need to include the long ID of your container in the access

path.

You can set the $CONTAINER_ID environment variable to the long ID of the container you are

monitoring, like so:

export CONTAINER _ID=$(docker inspect --format="{{.1d}}" CONTAINER_NAME)

Here, replace CONTAINER_NAME with the name of your container.

Alternatively, you can set $CONTAINER_ID manually running docker ps --no-trunc and copying the

long ID from the command output.

Check it worked, like so:

$ echo $CONTAINER_ID
3d4569e14470937cfeaeb8b32fd3f4e6fad7bbd83e397b3c44ba860854752692

Now we have that environment variable set, let's explore few of the pseudo files to see what's

there.

We can start with memory metrics.

You can find the memory metrics in the memory.stat file, located in a directory that looks like this:

/sys/fs/cgroup/memory/docker/$CONTAINER ID

So, for example:

$ cd /sys/fs/cgroup/memory/docker/$CONTAINER_ID $ cat memory.stat cache 13742080 rss
581595136 rss_huge 109051904 mapped file 2072576 dirty 16384 writeback 0 pgpgin 386351
pgpgout 267577 pgfault 374820 pgmajfault 93 inactive_anon 40546304 active_anon 541061120



inactive_file 6836224 active file 6893568 unevictable 0 hierarchical_ memory_limit
9223372036854771712 total cache 13742080 total rss 581595136 total rss huge 109051904
total_mapped file 2072576 total dirty 16384 total writeback O total pgpgin 386351 total pgpgout
267577 total_pgfault 374820 total_pgmajfault 93 total_inactive_anon 40546304 total_active_anon
541061120 total_inactive file 6836224 total active file 6893568 total unevictable O

The first half of the file has the statistics for processes in the container.

The second half of the file (entries starting with total_) has stats for all processes running in the

container, including sub-cgroups within the container.

Entries in this file fall into two broad categories: gauges and counters.

Entries like cache are gauges, meaning they can increase or decrease indicating the current value.

Other entries, like pgfault, are counters and can only increase.

Next, let's take a look at CPU metrics.

CPU metrics are contained in the cpuacct.stat file, which is located in the following directory:

/sys/fs/cgroup/cpuacct/docker/$CONTAINER ID

Let's take a look:

$ cd /sys/fs/cgroup/cpuacct/docker/$CONTAINER ID $ cat cpuacct.stat user 6696 system 850

This file shows us CPU usage, accumulated by the processes of the container. This is broken down

into user and system time.

User time (user) corresponds to time during which the processes were in direct control of the CPU,
i.e. executing process code. Whereas system time (system) corresponds to the time during which

the CPU was executing system calls on behalf of those processes.

Next, let's explore the I/O stats in cgroup files.

I/0 metrics are present in blkio.throttle.io_service_bytes and blkio.throttle.io_serviced files present

in this directory:

/sys/fs/cgroup/blkio/docker/$CONTAINER _ID



Change into the directory:

$ cd /sys/fs/cgroup/blkio/docker/$CONTAINER_ID

Then:

$ cat blkio.throttle.io_serviced 259:0 Read 3 259:0 Write 1 259:0 Sync 4 259:0 Async 0 259:0 Total
4 Total 4

This shows total count of I/O operations performed by the container under analysis.

$ cat blkio.throttle.io_service bytes 259:0 Read 32768 259:0 Write 4096 259:0 Sync 36864 259:0
Async 0 259:0 Total 36864 Total 36864

This shows the total bytes transferred during all the I/O operations performed by the container.

Finally, let's look at how to extract network metrics from pseudo files. This is important as network

metrics are not directly exposed by control groups. Instead, Docker provides per-interface metrics.

Since each container has a virtual ethernet interface, Docker lets you directly check the TX

(transmit) and RX (receive) counters for this interface from inside the container.

Lets see how to do that.

First, fetch the PID of the process running inside the container:

$ export CONTAINER PID= docker inspect -f '{{ .State.Pid }}' $CONTAINER ID

Then read the file:

$ cat /proc/$CONTAINER_PID/net/dev

This should give you something like:

Inter-| Receive | Transmit face |bytes packets errs drop fifo frame compressed multicast|bytes

packets errs drop fifo colls carrier compressed eth0: 44602271 000000574283000000

This shows you the data transfer details for the container's virtual interface eth0. Wrap Up



In this post we took a look at the docker stats command, the Docker REST API, and cgroups pseudo

files.

We learnt that there are multiple ways to get statistics from a Docker container. Which method you

use will depend on your setup.

The docker stats command is good for small scale use, with a few containers running on a
single host.

The Docker REST API is good when you have multiple containers running on multiple hosts, and
you'd like to retrieve the stats remotely.

The cgroups pseudo files are the fastest and most efficient way to get stats, and are suitable

for for large setups where performance is important.

While all these options are useful if you're planning to build your own tooling around Docker
monitoring, there are several pre-built solutions, including Prometheus, cAdvisor, Scout, DataDog.

We'll take a closer look at Docker health monitoring tools in the future.
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