Ecnu Bbl BUANTE 4TO-TO HEOBbIYHOE, MPOCTO coobwmnTe MHe.

restic

NHCTpYyKUMA NO HACTpouKe
restic ¢ MinlO

Lllar 1: YcTaHoOBKa restic

Ubuntu/Debian:

sudo apt update

sudo apt install restic -y
nnn B3aTb TyTa: https://github.com/restic/restic/releases
wget https://github.com/restic/restic/releases/download/v0.3.3/restic_linux amd64.bz2
bzip2 -d restic linux_amd64.bz2
chmod +x restic linux_amd64
mv restic linux amd64 /usr/local/bin/restic

NMpoBepkKka yCTaHOBKMU:

restic version



ar 2: CospgaHue naponsa ong
peno3nTopud

CreHepunpyinTe HageXXHbl naposb ONs WnpoBaHUS AaHHbIX:

# BapmaHT 1: creHepupoBaTb Clly4aWHbli Maposnb

openssl rand -base64 32
# BapmaHT 2: ucnonb3oBaTb apg (ecnum ycTaHOBIEH)
sudo apt install apg -y

apg -a 1l -m 32 -n 1 -M NCL

Ba>xHo: 3anuwmnTe 3TOT MapoJib B Haae>XHOM MecTe! be3 Hero BOCCTaHOBUTb AaHHble 6y)1eT

HEBO3MO>XHO.

LLlar 3: HacTponka noaka4yeHuns
K MinlO

3.1 ®opmMaT nogKno4YeHns

Ona MinlO URL penosuTtopus nmeet hopmart:
s3:http://<IP_unu xoct>:<nopt>/<uma_bGakeTa>
Mpumepbi:

e Ecsin MinlO 3anyLweH NoKanbHO: s3:http://localhost:9000/restic-backups
e Ecnm MinlO Ha gpyrom cepBepe: s3:http://192.168.1.100:9000/my-bucket

e Ecnuv ncnonb3syetca HTTPS: s3:https://minio.example.com:9000/backups



3.2 Co3maHune panna Cc nepeMeHHbIMI
OKpY>XXeHuns

Co3panTte hann ons XpaHeHUs YY4eTHbIX LaHHbIX:
sudo nano /etc/restic.env

HobaBbTe cnepywoLime CTPOKM (3aMeHnTe 3Ha4YeHUs Ha CBOW):
# YuyeTHble paHHble MinIO
export AWS ACCESS KEY_ ID="<Baw minio_access_ key>"

export AWS SECRET ACCESS KEY="<Baw minio_secret key>"

# URL peno3untopus B dopMmaTe S3

export RESTIC REPOSITORY="s3:http://<apgpec _minio>:<nopT>/<uma_bakeTa>"

# MNaponb ona wudpoBaHusa penosmTopus

export RESTIC PASSWORD="<Baw creHepuMpoBaHHbIM_ Naposb>"

# OnuMoHanbHO: OTKNWYeHue npoeepkn SSL (Tonbko gns http)

export AWS DISABLE SSL=true
MpumMmep peanbHOM KOH(PUrypaLum:
export AWS ACCESS KEY ID="minioadmin"
export AWS SECRET ACCESS KEY="minioadminl23"
export RESTIC REPOSITORY="s3:http://192.168.1.50:9000/backups"

export RESTIC PASSWORD="MyVeryStrongPasswordl123!@#"
export AWS DISABLE SSL=true

3.3 3awmnTa pannia Cc y4eTHbIMN OaHHbIMU

sudo chmod 600 /etc/restic.env

3.4 3arpy3ka nepemMeHHbIX OKpYy>XeHus



source /etc/restic.env

LLlar 4: [lpoBepKa NoaoKAYEHNS U
NMHULUMaNMn3aunmga penosntopuns

4.1 lNpoeepka goctyna K MinlO

MpoBepbTe, 4TO restic BnanT Baw MinlO:

restic version

Ecnn koMmaHaa BbinonHaeTca 6e3 ownbok, MOXKHO nepexoaonTtb K NHNUMNann3aunn.

4.2 N"HNWUMann3aumna penosnTopund

BbIMO/IHUTE nHUumnanmlaunto penosntopms (TpebyeTcsa TONbLKO OOUNH pa3):
restic init
Mpw ycnewHon nHnymanmnsaumm Bol yBuamnTte coobuieHune:

created restic repository <yHukanbHbli_mpeHTudukaTtop> at s3:http://...

4.3 lNpoBepka, 4To bakeT B MinlO co3aaH

Y6enunTtech, 4To B MinlO nosiBunach Nanka restic-repo WM aHasorM4Hasa ¢ pannamm

peno3nTopus.



ar 5: Co3gaHme TeCcTtoBOro

O3Kana

5.1 TectoBbI 63Kan ooHOro anna

# Co3panTte TeCcTOBbIN dann

echo "TecToBbii 63kan o1 $(date)" > ~/test-backup.txt

# BbinonHuTe 63Kan

restic backup ~/test-backup.txt

# MNpoCMOTP CO3[aHHLIX CHUMKOB

restic snapshots

5.2 baKan HeCKONbKUX OUPEeKTOpUn

restic backup /etc /home /var/www --tag "test-backup"

LLlar 6: Co3pgaHune ckpunTa On4
aBToMaTmn4yeckoro 6skana

6.1 Co3pmaHune ckpunTa

sudo nano /usr/local/bin/backup-minio.sh
#!/bin/bash

# 3arpyska nepeMeHHbIX OKpyXeHwus



source /etc/restic.env

# lNepeMeHHble ONs NOTrMpPOBaAHUS
LOG_FILE="/var/log/restic-backup.log"
DATE=$(date '+%Y-%m-%d %H:%M:%S"')

echo "=== Backup started at $DATE ===" >> $L0G_FILE

# BbinonHeHue 63kana

# [obaBbTe HyXHble gupekTopuu ans 63kana

restic backup /etc /home /var/www \
--tag "daily-backup" \
--exclude="*.tmp" \
--exclude="*.log" \

>> $L0G_FILE 2>&1

# lpoBepka cTaTtyca
if [ $? -eq 0 ]1; then
echo "Backup completed successfully" >> $LOG FILE
else
echo "Backup FAILED" >> $LOG FILE
fi

# 0uncTka cTapbiXx CHUMKOB (0CTaBuWTb nocnepHue 7)

restic forget --keep-last 7 --prune >> $LOG FILE 2>&1

# MNpoBepKa LENOCTHOCTU Peno3nTopus (OMuMOHANbLHO, BLIMOMIHAGTCA pa3 B HeAesno)

# if [ $(date +%u) -eq 7 ]; then

# restic check >> $LOG FILE 2>&1
# fi
echo "=== Backup finished at $(date '+%Y-%m-%d %H:%M:%S') ===" >> $LOG FILE

echo "" >> $LOG FILE

6.2 HacTponka npaB 1 TeCTUpoBaHMe

# Coenatbh CKPWUNT WCMOJHSAEMbIM

sudo chmod +x /usr/local/bin/backup-minio.sh



# 3anycTUTb CKPUNT BPYYHYID AN TECTUPOBaHUS

sudo /usr/local/bin/backup-minio.sh

# MpoBepuTb nor

cat /var/log/restic-backup.log

LLlar 7: HacTpownka
aBTOMaTM4YecKoro 3anycka (cron)

7.1 JobaBneHune B crontab

OTkponTe crontab gna pegakTupoBaHus:
sudo crontab -e
HobaBbTe CTPOKM ANA aBTOMaTUYECKOro 3anycKka:

# ExepHeBHbIM 63Kan B 2:00 HOuM

0 2 * * * Jusr/local/bin/backup-minio.sh

# lpoBepka peno3mMTopus Kaxpoe BOCKpeceHbe B 3:00

0 3 * * 0 restic --repository-file /etc/restic.env check

7.2 AnbTepHaTuBa: NCNoJib30BaHMe
systemd Tanmepa

CozpanTte cnyxby onsa systemd:

sudo nano /etc/systemd/system/restic-backup.service

[Unit]

Description=Restic backup to MinIO



After=network.target

[Service]

Type=oneshot
EnvironmentFile=/etc/restic.env
ExecStart=/usr/local/bin/backup-minio.sh

User=root
Co3panTte Tanmep:
sudo nano /etc/systemd/system/restic-backup.timer

[Unit]

Description=Run restic backup daily
[Timer]
OnCalendar=daily

Persistent=true

[Install]

WantedBy=timers.target
AKTUBUPYWUTE TanmMep:
sudo systemctl daemon-reload

sudo systemctl enable restic-backup.timer

sudo systemctl start restic-backup.timer

Llar 8: Nosie3Hble KoMaHabl ONS
PaboThbl

KomMmaHpa OnucaHue
restic snapshots Moka3aTb BCe CHUMKM (B63Kanbl)

restic snapshots --latest 1 Moka3aTb NocaegHUn CHUMOK



KomaHpa OnucaHue

restic stats Moka3aTb CTaTUCTUKY PENO3NTOPUSA
restic check MpoBepuTb LLEeJIOCTHOCTL Peno3nTopus
restic restore <snapshot ID> --target BoccTaHOBUTbL AaHHbIE

/NyTb/BOCCTAHOBJIEHUS

restic forget --keep-last 10 --prune OcTaBuTb nocnegHve 10 CHUMKOB,

OCTal/lbHble YOAa/NTb

restic diff <snapshot1> <snapsh0t2> CpaBHVITb JBa CHMMKa

Lllar 9: BoccTaHOBAeHNe OaHHbIX

9.1 HanTn HY>XHbIA CHUMOK

source /etc/restic.env

restic snapshots
MpumMep BbIBOLA:

alb2c3d4 2024-03-21 02:00:01 myserver daily-backup /etc /home /var/www
e5f6g7h8 2024-03-20 02:00:01 myserver daily-backup /etc /home /var/www

9.2 BoccTaHOBNEHMEe OAHHbIX

# BOCCTaHOBUTb BECb CHUMOK

restic restore alb2c3d4 --target /tmp/restore

# BOCCTaAHOBUTb TONbKO KOHKPETHYK AWPEKTOPUI0

restic restore alb2c3d4 --target /tmp/restore --include "/etc/nginx"

# BOCCTAHOBWUTb KOHKPETHbIN dain

restic restore alb2c3d4 --target /tmp/restore --include "/etc/nginx/nginx.conf"



LLar 10: OnTnMunsaumsa n nydwine

NPAKTUKN

10.1 NickntoveHne HeHY>XXHbIX hanioB

Co3panTte hana NCKIKYEHNN:
sudo nano /etc/restic-excludes.txt
Hob6aBbTe MaTTEpPHbI UCKAOYEHUS:

*.tmp
*.swp
*.log
/proc/*
/sys/*
/dev/*
/tmp/*
*.cache

*.pid
Ncnonb3ynTe ero B cKpunTe:

restic backup / --exclude-file=/etc/restic-excludes.txt

10.2 HacTpounkKa NosIMTUKN XpaHeHns

BMecTo --keep-last 7 MOXXHO MCMOJIb30BaTb bonee FI/I6Ky}O MOJINTUKY:

# XpaHnTb: 7 nocnepgHux, 4 exeHepesnbHbIX, 6 exeMeCAYHbIX

restic forget --keep-last 7 --keep-weekly 4 --keep-monthly 6 --prune



10.3 MOHUTOPWUHI N yBeOAOMJIeHUS

NlobaBbTe B CKPUNT OTMPaBKY YBEOOMJIEHWNIA:

# OTtnpaBka B Telegram (npwumep)
if [ $? -eq 0 ]1; then
curl -s "https://api.telegram.org/bot<TOKEN>/sendMessage" \
-d "chat id=<CHAT ID>" \
-d "text=[] Backup completed successfully for $(hostname)"

else
curl -s "https://api.telegram.org/bot<TOKEN>/sendMessage" \
-d "chat id=<CHAT _ID>" \
-d "text=[] Backup FAILED for $(hostname)"
fi

YCcTpaHeHune HenoJiaaokK

[Mpobnema: "repository does not exist"

PewweHue: BbinonHuTe nHnumnanmlayuio:

restic init

[Mpobnema: "AccessDenied"

PeweHue: lNpoBepbTe y4eTHble AaHHble MinlO:

# MNposepka pocTtynHocTtn MinIO

curl http://<appec_minio>:<nopTt>/minio/health/live

Mpobnema: "connection refused"

PeweHue: lNpoBepbTe, 4TO MinlO 3anyLweH U AOCTYyMeH NO yKa3zaHHOMY agpecy v rnopTy.



NMpobnema: "wrong password"

PelwleHue: Y6enonTechb, YTO NnepeMeHHas RESTIC PASSWORD 3arpy>eHa KOPPeKTHO:

echo $RESTIC PASSWORD

Npobnema: "invalid repository"

PeweHue: lNpoBepbTe npaBusibHOCTb URL peno3snTtopus:

echo $RESTIC REPOSITORY
# [onxHo 6bITb: s3:http://ip:port/uma-baketa

[TpoBepkKa paboToCNOCOOHOCTH

BbINOAHNUTE MNOSHbIN LUK MPOBEPKU:

# 1. 3arpy3ka nepeMeHHbIX

source /etc/restic.env

# 2. WHuumanmsauunsa (ecnu ewe He penanwu)

restic init

# 3. Co3paHune TecToBoro 63kana
echo "Test backup $(date)" > /tmp/test.txt

restic backup /tmp/test.txt

# 4. lpocMOTp CHWUMKOB

restic snapshots
# 5. lonydeHne ID nocnegHero CHUMKa
LAST SNAPSHOT=$(restic snapshots --latest 1 --json | grep -o '"short id":"[~"]*"' | head -1 |

cut -d'"' -f4)

# 6. BoccTaHOBNEHME B [OPYryw OUPEKTOPUIO



restic restore $LAST SNAPSHOT --target /tmp/restore-test

# 7. NpoBepka BOCCTaAHOB/EHHOr O ¢aiina

1s -la /tmp/restore-test/

# 8. YpaneHue TeCTOBbIX AaHHbIX

rm -rf /tmp/restore-test /tmp/test.txt

FoTtoBo! Restic HacTpoeH and paboTbl € Bawmnm MinlO. PerynapHo npoBepsanTe N10rm n TectTupymnte

BOCCTAHOBJIEHNE, YTOOBbI y6e,D,VITbCﬂ B HageXXHocTun 63kanos.
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