Ecnu Bbl BUANTE 4TO-TO HEOBbIYHOE, MPOCTO coobwnTe MHe

restic

PRV P77 ??77?7?7?7?7
restic ? MinlO

Ubuntu/Debian:

sudo apt update

sudo apt install restic -y
NMpoBepkKa yCTaHOBKMU:

restic version

CreHepupyinTe Hage)XXHbl naposb ONs WnpoBaHUS AaHHbIX:

# BapmaHT 1: creHepupoBaTb Clly4aWHbli Maponb

openssl rand -base64 32

# BapmaHT 2: ucnonb3oBaTb apg (ecnum ycTaHOBJEH)
sudo apt install apg -y
apg -a 1l -m 32 -n 1 -M NCL



Ba>xHo: 3anuwmnTe 3TOT MapoJib B HaAe>XHOM MecTe! be3 Hero BOCCTaHOBUTb faHHbIe 6yp,eT

HEBO3MOXXHO.

P07 31 PPV ?7?7? P?7?07?77?77?77?7? ?
MinlO

3.1 2977?7077 20?000°0707°7°77
Ons MinlO URL peno3utopus nMmeeT opmaT:

s3:http://<IP Wan XoCT>:<nopT>/<uMa_6akeTa>
Mpumepsi:

e Ecnm MinlO 3anyLweH nokanbHO: s3:http://localhost:9000/restic-backups
e Ecnn MinlO Ha gpyrom cepBepe: s3:http://192.168.1.100:9000/my-bucket

e Ecnin ucnonbsyetcsa HTTPS: s3:https://minio.example.com:9000/backups
3.2 P00 ?7?07°°7°? ? PP???0?0°°7°77°
P0707°?07?07?°7?777
Co3panTte hann oNs XpaHEeHUs y4eTHbIX OaHHbIX:

sudo nano /etc/restic.env
HobaBbTe cnepyoliMe CTPOKM (3aMeHnTe 3Ha4YeHUs Ha CBOW):

# YyeTHble gaHHble MinIO

export AWS ACCESS KEY ID="<Baw minio access_ key>"

export AWS SECRET ACCESS KEY="<aw minio_secret key>"

# URL penosutopua B popmaTe S3
export RESTIC REPOSITORY="s3:http://<appec_minio>:<nopT>/<uMs_bakeTta>"



# MNaponb onsa wudpoBaHus penosmTopus

export RESTIC PASSWORD="<Baw cCreHepuMpoBaHHbI_Naposb>"

# 0OnuMoHanbHO: OTKW4YeHMe npoBepku SSL (Tonmbko pgns http)

export AWS DISABLE SSL=true
MpumMmep peanbHON KOH(PUTypaLLUMK:

export AWS ACCESS KEY ID="minioadmin"

export AWS SECRET ACCESS KEY="minioadminl123"

export RESTIC REPOSITORY="s3:http://192.168.1.50:9000/backups"
export RESTIC PASSWORD="MyVeryStrongPasswordl123!@#"

export AWS DISABLE SSL=true

3.3 270707077 707?707 P 0070707070707 ?7?07°0707077
sudo chmod 600 /etc/restic.env
3.4 2707097070707 P??7?0°7°07070707° 00707?7?7?77°7°7

source /etc/restic.env
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4,1 ?7?7°7°?7°°7°?7° 27?7?2777 ? MinlO
MpoBepbTe, 4TO restic BuanT Baw MinlO:

restic version

Ecnn komaHOa BbinonHseTcs 6e3 ownbok, MOXKHO NEPexoanTb K MHULIMANAN3auun.

N A N A A A O i S S i o



BbIMONHUTE NHULMaNM3aunto penosntopus (TpebyeTcs TONIbKO 0AUNH pas3):

restic init

Mpn ycnewHon nHUUManmsaunm Bel yBuanTe cooblieHune:

created restic repository <yHukanbHbli_mpeHTudukaTtop> at s3:http://...

Y6enunTtech, 4To B MinlO nosiBuAach Nanka restic-repo WM aHasorM4Hasa c pannamm

peno3nTopus.

# Co3panTte TecTOBbIN daunn

echo "TectoBbin 63kan o1 $(date)" > ~/test-backup.txt

# BbinonHuTe 63Kan

restic backup ~/test-backup.txt

# lpocMOTpP CO3[OaHHBLIX CHUMKOB

restic snapshots

restic backup /etc /home /var/www --tag "test-backup"



6.1 ?7?7???7?7°7° ?7?°7°7°77
sudo nano /usr/local/bin/backup-minio.sh

#!/bin/bash

# 3arpyska nepeMeHHbIX OKPyXeHUs

source /etc/restic.env

# lepeMeHHble ONa NOrupoBaHus
LOG_FILE="/var/log/restic-backup.log"
DATE=$(date '+%Y-%m-%d %H:%M:%S"')

echo "=== Backup started at $DATE ===" >> $LOG FILE

# BeimonHeHnne 63kana

# [obaBbTe HyXHble gupekTopum pona 63kana

restic backup /etc /home /var/www \
--tag "daily-backup" \
--exclude="*.tmp" \
--exclude="*.log" \

>> $L0G FILE 2>&1

# lpoBepka cTaTtyca
if [ $? -eq 0 1; then
echo "Backup completed successfully" >> $L0OG FILE
else
echo "Backup FAILED" >> $LOG_FILE
fi

# Q0UMCTKA CTapblX CHUMKOB (OCTaBWUTb nocnemHue 7)

restic forget --keep-last 7 --prune >> $LOG FILE 2>&1

# lpoBepka LENOCTHOCTW peno3uTopusa (OMuMOHANbHO, BbLINOMHAETCA pa3 B Hepenw)
# if [ $(date +%u) -eq 7 ]; then

# restic check >> $L0OG FILE 2>&1

# fi

echo "=== Backup finished at $(date '+%Y-%m-%d %H:%M:%S') ===" >> $LOG_FILE



echo "" >> $LOG FILE
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# Cpoenatb CKPUNT WCMOJSTHAEMBIM

sudo chmod +x /usr/local/bin/backup-minio.sh

# 3anyCcTUTb CKPWUNT BPYYHYW ONS TeCTUPOBaHMUS

sudo /usr/local/bin/backup-minio.sh

# lpoBepuTb nor

cat /var/log/restic-backup.log

P07 1. ?7?27070°7?7°707° 20707°707°°7?7?°707°7°7?7?7
27?7?7777 (cron)

7.1 ?7??7°7?°7?7?7?7? ? crontab
OTkponTe crontab ona penakTupoBaHuUs:

sudo crontab -e
[lobaBbTe CTPOKM A1 aBTOMATUYECKOro 3anycka:

# ExepgHeBHbIM O3Kan B 2:00 Houwu

0 2 * * * /usr/local/bin/backup-minio.sh

# lpoBepKa peno3nTopus Kaxpoe BOCKpeceHbe B 3:00

0 3 * * 0 restic --repository-file /etc/restic.env check

(.2 2279702070707 ???7°°7?7?°7?7°7?7?77 systemd
P90707?777

CozpanTte cnyxby onsa systemd:



sudo nano /etc/systemd/system/restic-backup.service

[Unit]
Description=Restic backup to MinIO

After=network.target

[Service]

Type=oneshot
EnvironmentFile=/etc/restic.env
ExecStart=/usr/local/bin/backup-minio.sh

User=root
Co3panTte Tanmep:
sudo nano /etc/systemd/system/restic-backup.timer

[Unit]

Description=Run restic backup daily

[Timer]
OnCalendar=daily

Persistent=true

[Install]
WantedBy=timers.target

AKTUBUPYWUTE TanMep:
sudo systemctl daemon-reload

sudo systemctl enable restic-backup.timer

sudo systemctl start restic-backup.timer

P77 81 P00 00070707070 27070 2707070707

KomaHpa OnucaHue

restic snapshots Moka3aTb BCe CHUMKU (63Kanbl)



KomaHpa

restic snapshots --latest 1
restic stats
restic check

restic restore <snapshot ID> --target
/NyTb/BOCCTaAHOBJIEHUSA

restic forget --keep-last 10 --prune

restic diff <snapshotl> <snapshot2>

OnucaHue
MoKa3aTb NoCNeaHUN CHUMOK
[MokasaTb CTAaTUCTUKY PENO3NTOPUSA
MpoBepUTb LENOCTHOCTb Peno3nTopus
BoccTaHOBUTbL AaHHbIE
OcTaBuTb nocnegHue 10 CHUMKOB,
OoCTallbHble yAaINTb

CpaBHUTb ABa CHUMKa

270790 Q1 2070070°0707070707270°07° 270707077

Q.1 2797?7079 P09 ?7?0707°7°7

source /etc/restic.env

restic snapshots

MpumMep BbIBOLA:

alb2c3d4 2024-03-21 02:00:01 myserver
e5f6g7h8 2024-03-20 02:00:01 myserver

daily-backup /etc /home /var/www

daily-backup /etc /home /var/www

Q.2 ?2797?070707°07°07°0707°°07°7° 2707?7077

# BOCCTAHOBUTb BeCb CHUMOK

restic restore alb2c3d4 --target /tmp/restore

# BOCCTAHOBUTb TOJSIbKO KOHKPETHYKW LOUPEKTOPUIo

restic restore alb2c3d4 --target /tmp/restore --include "/etc/nginx"

# BoCCTaHOBUTb KOHKPETHbI ¢ainn

restic restore alb2c3d4 --target /tmp/restore --include "/etc/nginx/nginx.conf"



27?7 10: 2790?270707°07°?°0°07? 2 2707?0777
P0070707?77°7

Co3panTte hanal NCKIKYEHNN:
sudo nano /etc/restic-excludes.txt
Nob6aBbTe NMaTTEpPHbI NCKAOYEHUS:

*.tmp
*.swp
*.log
/proc/*
/sys/*
/dev/*
/tmp/*
*.cache

*.pid
Ncnonb3yinTe ero B CKpunTe:

restic backup / --exclude-file=/etc/restic-excludes.txt

BmecTo --keep-last 7 MOXHO MCNOJIb30BaTb bosiee rmbKyo NOANTUKY:

# XpaHnTb: 7 nocnegHux, 4 exeHepesnbHbIX, 6 eXxeMeCAaYHbIX

restic forget --keep-last 7 --keep-weekly 4 --keep-monthly 6 --prune



HobaBbTe B CKPUNT OTNPaBKYy YyBEeAOMIEHWNA:

# OtnpaBka B Telegram (npumep)
if [ $? -eq 0 ]; then
curl -s "https://api.telegram.org/bot<TOKEN>/sendMessage" \
-d "chat id=<CHAT ID>" \
-d "text=[] Backup completed successfully for $(hostname)"
else
curl -s "https://api.telegram.org/bot<TOKEN>/sendMessage" \
-d "chat id=<CHAT ID>" \
-d "text=[] Backup FAILED for $(hostname)"
fi

s dddddddddddddds

?7°?7?7°7?7?7?7. "repository does not exist"
PeweHue: BbiNnosHUTE MHULUMANN3ALNIO:

restic init

?°?7°?7?7?°?7?7?. "AccessDenied"
PeweHue: lNpoBepbTe y4eTHble AaHHble MinlO:

# MNposepka pocTynHoctn MinIO

curl http://<appec_minio>:<nopTt>/minio/health/live

??7?7?7?7?7?7: "connection refused"

PeweHue: lNpoBepbTe, 4TO MinlO 3anyLweH u AOCTYyrNeH No yKa3zaHHOMY agpecy v rnopTy.

?7?7?7?7?7?7?7: "wrong password"

PeweHue: YbeaunTech, 4YTO nepemMeHHasa RESTIC PASSWORD 3arpy>XeHa KOPpPeKTHO:



echo $RESTIC PASSWORD

?7?7?7?7?7?7?7?: "invalid repository"
PeweHue: lNpoBepbTe npaBusibHOCTbL URL peno3uTtopus:

echo $RESTIC REPOSITORY
# [onxHo 6biTb: s3:http://ip:port/umsa-6akeTa

PPP072707070 P07070707070°0°070707°7°?7?777
BbINONHMTE NOMHbIN LMK NPOBEPKMU:

# 1. 3arpy3ka nepemMeHHbIxX

source /etc/restic.env

# 2. WHuumanmsaumnsa (ecnu ewe He penanu)

restic init

# 3. Co3paHune TecToBoro 63kana
echo "Test backup $(date)" > /tmp/test.txt

restic backup /tmp/test.txt

# 4. [IpoCcMOTP CHMMKOB

restic snapshots
# 5. lonydyeHne ID nocnegHero CHWUMKa
LAST SNAPSHOT=$(restic snapshots --latest 1 --json | grep -o '"short id":"[""]*"' | head -1 |

cut -d'"' -f4)

# 6. BoccTaHoBneHue B Opyryil OUPEKTOPWUIO

restic restore $LAST SNAPSHOT --target /tmp/restore-test

# 7. MNpoBepka BOCCTAHOBNEHHOTO ¢aiina

ls -la /tmp/restore-test/

# 8. YpaneHue TeCTOBbIX AaHHbIX



rm -rf /tmp/restore-test /tmp/test.txt

FoTtoBo! Restic HacTpoeH and paboTbl ¢ Bawum MinlO. PerynsapHo npoBepsaAnTe N0rm n Tectupymnte

BOCCTAHOBJ/IEHNE, YTOOBbI y6eD,I/ITbC$I B HageXXHocTun 63Kanos.
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