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3anyCckK CKpuUnTa B Ka4yecTBe
cny>xbbl systemd

Co3paem ckpunT runsmth.sh ons
BbINOJIHEHNA KOMaH4 B BEYHOM LINKJIe:

#!/bin/bash
#CTpPOYKM yKasaHbl Ofif npuMepa, ecnu TpebyeTcs yKa3laHue NepeMeHHbIX
export SMTH_CONFIG_FILE=/home/admin/.smth/config
export SMTH_CREDENTIALS_FILE=/home/admin/.smth/credentials
while true
do
1s /home/$USER

sleep 10

done

Co3spgaem hann ona systemd:

sudo vim /lib/systemd/system/smth.service
M BHOCM B HErro ciieayrouiee cogep>XaHme:

[Unit]

Description=script to do smth

[Service]

ExecStart=/home/admin/runsmth.sh

[Install]



WantedBy=multi-user.target

[lepe3arpy>xaem HaCTpPounkmn systemd:

sudo systemctl daemon-reload

CTapTyeM cepBuc systemd:

e YTOObI Ka)KAbIM pa3 BKJOYAICA NpU 3arpy3ke:
sudo systemctl enable smth.service -now
e [IpOCTO 3aNyCTUTL CEPBUC, NPU Mepesarpys3ke He 3anyCTUTbCA:

sudo systemctl start smth.service

[TpoBepsaemM CcoCToAHMEe 3anyLLeHoro
cepBuca:

sudo journalctl -f -n 10 -u smth.service



[Mpobnembl pa3nmyins
bnbnmotek npm KOMNUNALUUN

Ownbka

Bo BpeMsa KOMMMAALMN N HE COOTBETCTBUSA BEPCUIN CUCTEM MOXXET BO3HUKHYT nogobHas ownbka
/1ib/x86 64-1linux-gnu/libc.so0.6: version "GLIBC 2.28' not found (required by appname)

Owwnbka roBOpuUT O TOM, YTO B CUCTEME HET BepCunM GLIBC 2.28

YT100bI Y3HaTb KaKafd BepCcunda HaxognTtcsa B cucteMme MOXXHO BOCIMOJIb30BaTbCA C)'Ie)J,yIOLLI,GVI

KOMaHagoun

1s /1ib/x86 64-1linux-gnu/libc

libc-2.24.5s0 libcap.so0.2.25 libcom err.so.2.1 libcrypt.so.1
libcap-ng.so0.0 libcidn-2.24.s0 libcrypt-2.24.s0 libc.so0.6
libcap-ng.s0.0.0.0 libcidn.so.1 libcryptsetup.so.4

libcap.so.2 libcom err.so.2 libcryptsetup.so0.4.7.0

OTcioga Mbl BUOUM, 4TO CUCTEMHast BubnnoTeka oTIMY4aeTCcs OT CUCTEMbI Ha KOTpOVI C06|/IpaeTCﬂ

npunoxxeHue: 2.24 sMecTo 2.28

PelweHne

Onsa Toro, 4Tobbl 06onTK 3Ty Npobnemy MoXKeM BOCNoSib3oBaThbCA docker.

Y3HaeM Kakas Bepcus OI'IGp8LI,I/IOHHOI7I CNCTeMbl Yy HaC CTOUT:



uname -a
Linux hostname 4.9.0-12-amd64 #1 SMP Debian 4.9.210-1+deb9ul (2020-06-07) x86 64 GNU/Linux

Mbl BUAWM, 4TO Halla onepaunoHHas cucteMma Debian 9.1 4TO CUILHO ynpoLwaeT HaM NOUCK
HYy>XHOro obpasa. Haxogum B Docker hub Hy>XHbI Ham 06pa3, B HalWleM cJly4ae, BCE 04eHb NpoCTo,
nebunaH TernpyeT obpasbl No pa3HoMy 1 Haw obpa3 byaeT debian:9.1, 3TO 3aBCUT OT aBTOPOB
obpa3sa. Ero mbl n 6yaem ncnosb3oBaTh. YCTaHaBAMBaeM HEOOXOAMMbIE MaKeTbl wget U gcc U

CKadnBaeM CBEXEHbKUN go .

1. B KopHe npoeKTa Hajg KoTopbiM paboTaem co3naeM Dockerfile .

FROM debian:9.1

RUN apt update && apt install wget gcc -y

RUN wget https://go.dev/dl/gol.18.4.linux-amd64.tar.gz

RUN rm -rf /usr/local/go && tar -C /usr/local -xzf gol.18.4.linux-amd64.tar.gz

WORKDIR /code

2. Tam Xe co3pgaeM docker-compose.yml KOTOpPbIN 6y):|,eM MCMoNb30BaTb O KOMNUIALNN

npoekTa:
version: "3"

services:
servicename:
build:
volumes:

- ".:/code"
3. bungnum pokep n B HeM cobupaeM Hall NPOEKT:

docker-compose build --no-cache
docker-compose run servicename bash -c 'export PATH=$PATH:/usr/local/go/bin && GO0S=1linux

GOARCH=amd64 go build -o bin/appname .

MepByto KOMaHAOY B AaJibHENLLEM MOXHO He 3anycKaTb.

[locnecnoBue



Takum crnocobom MOXKHO pelaTb pa3nyHblie NpobsiemMbl BO3HMKatoWMe npm cbopke npuio>KeHuns
Ha OKPY>XEHUSX OTJINYHbIX OT TOFO OKPY>XeHus rae byaeTt npoucxoanTb paboTa. Tak B c/iydae
HeobxoaMMOoCTn, MOXKHO N3MeHaTb Dockerfile 0o cTocToAAHNE 6AM3KOro K cocTosAHUIO paboyero

OKpY>XeHus. B 3ToM cnydae KoMaHAa docker-compose build --no-cache obsa3aTesbHa.



[TpobpocC NopToB B TYHHENE
ssh

Co3aaeM rnocTosdHHoe
noaka4yeHne K ygaJieHHOM

cepBepy.

TpeboBaHus:

1. YOoaneHHbI 4OCTyN OOJIKEH MMEeTb HaCTPOEHHbIN ssh cepeep
2. JlokanbHO f0J/KeH bbiITb AOCTYNeH KoY id_rsa

3. NybnnyHas YacTb KJOYa O0/HKHA ObITh Ha yAaleHHOM cepBepe

HacTponku:

Co3pmaeM pann /etc/systemd/system/SERVICENAME.service
C cogep>xaHnem Buga

[Unit]

Description=SSH tunnel

[Service]
ExecStart=bash -c "ssh -i /PATH/T0/id rsa -L 0.0.0.0:9999:1ocalhost:8010 USER@REMOTE.HOST -N"

Restart=on-failure

EnvironmentFile=/etc/environment

[Install]

WantedBy=multi-user.target



Mbl rOBOPUM, YTO Ha XOCTe REMOTE.HOST Mo agpecy localhost:8010 AOCTYMHO NPUSIOXKEHWE, U €ro

Mbl MarMpyeMm Ha JIOKaJIbHbIA KOMMbOTEP Ha nopT 9999.

Tenepb yoaneHHO npuioxxeHue sucsulee Ha nopty 8010, LOCYNHO NIOKaIbHO, HO Ha NMopTy 9999.
Jlioboe noaknovyeHne nayuiee Ha localhost:9999 KOMMbIOTEPA HAa KOTOPOM 3anyCcKaeTcs cepBuUC

byneT yxoauTb Ha REMOTE.HOST 4epes ssh TyHenb.

0.0.0.0:9999 - mMoAak4YeHue byageT OOCTYMHO He TosIbKO Ha localhost HO 1 elle B NOKabHON

CeTn KOMMblOTEPA HAa KOTOPOM 3anyuleH TEKYLNIN CEPBUC. 0.0.0.0 MOXXHO HE MUCaTb.
3anyckaemM/ocTaHaJiBIMBaeM CepBUC:
systemctl start/stop SERVICENAME.service
start/stop - BblibepuTe 4TO-TO OA4HO, UK 3anyCKaem UM ocTaHaB/IMBaEM
Ecnam demon npocuT nepesarpysmTb KOH(hUIu - nepesarpy>xaem

BknoyaeM cepBUC Npu 3arpyxke:

systemctl enable SERVICENAME.service

[MpoBepsieM COCTOsIHME CepPBUCa Ha Ham4me ownboK:

systemctl status SERVICENAME.service
nnn

journalctl -u SERVICENAME

HeMHOro Teopuwn

OnucbiBalo peasibHYO CUTYyaLMiO: eCTb yAaNleHHbIn cepeep (HazoBeM ero remoteserver), Ha HEM
KPYTATCHA HECKONIbKO KOHTENHepOoB, 0AMH 13 HUX Ba3a gaHHbIX (NycTb 6yaeT docker_mysql_1).
PaspaboTuunky (ero komn nycTtb 6yaeT developer), HaxoasWeMycsa B O4HOWN JIOKaJIKe C eBOMNCOM

(ero xocT - devops) noHagobunca ooctyn K nopTy mysql Ha ToM yganeHHOM cepBepe. M3 Hux



OBOUX TOJIbKO Yy A€eBOMNCa eCTb AOCTYN A0 cepBepa (remoteserver) - no ssh.

To ecTb, pa3paboTyMK XO4YeT 3anyCTUTb NPUIOXKEHNE (KOTOPOE 3aMpPoCUT XOCT, MOPT, JIOFUH,
Maposib), YKaXKeT 3TOMY MPUI0XKEHNIO HACTPONKM N OHO A0SHKHO COeANHUTLCA C 6a301 AaHHbIX,

KOTOpasda HaxXxoaunTcda Ha yaaJieHHOM CepBaKe B KOHTeVIHepe, MOPT KOTOPOIro He I'Ip06p0LLIeH.

KoHe4yHOo, MO>XHO g06aBuTb Npobpoc nopTa B docker-compose nan nepe3anyCTuTb OTAENbHbIN
3TOT KOHTENHEpP C HY>XXHbIMU NapaMeTpaMm, HO KaK caeslaTb BCE 3TO He Tporasi KOHTEnHep, He

nepesanyckas n He yCcTaHaB/IMBasi HU OLHOW NPOrpaMMbl HU Ha O4HOWN MalUVHe.

OTBeT - NocsegHsaa KoMaHOa 3Town CTpaHnubI.

Terlepb Mo NopAnKy: ssh Mo)xeT co3aaBaTb TYHHENN, HpOGDaCbIBaﬂ BHYTPEHHWE MNMOPThI CEPBEPa

Ha MallNHYy, C KOTopon BblNa 3anyLieHa KOMaHaa.

Hanpumep, cneayouias KOMaHAaa, eCin ee BbiNOJIHUT AEeBOrNC, OTKpPbl1a 6bl Ha ero MalnHe
(devops) nopT 9999, koTopbI 6bIn 6Ll CBSI3aH ¢ NopToM 3306 (mysql) Ha cepBepe remoteserver.

IT0T MopT 6b11 Bbl AOCTYNEH TONILKO MY, TaK Kak OTKpbIics 6bl Ha nHTepdence localhost.

ssh -L 9999:1localhost:3306 user@remoteserver

Ecnn ona nogknoyeHus NCMNoJIb3yeTCAd HECTaH,D,apTHbIVI MOPT, TO HE HY>XXHO 3abbIBaTb 3TO

YKa3blBaTb:

ssh -p 32323 -L 9999:localhost:3306 user@remoteserver

Ho MHe Ka)keTcCs, 4TO XopoLlen NpakTukom 6b1s10 6bl BKIIOYMTL Takmue HacTponkun B .ssh/config.

[anee, ecnim HaM He HY>XeH caM SSh-TyHHeJb, @ TOJIbKO A0CTYM K MOPTY, TO Mbl MOXXEM He

3aMnyckaTb UHTEprpeTaTop:

ssh -p 32323 -L 9999:1localhost:3306 user@remoteserver -N

TyT Mbl BCMOMHWAN, 4TO JIOMUTbLCA HY>XHO He Ha localhost, a Ha onpeaeneHHbIn XOCT, AOCTYMHbIN
eMy Mno ceTu (BUPTYasbHON NN peanbHON - He BaXXHO). CMOTPUM ip-afpec HY>XHOIr0 Ham

KOHTelnHepa 4yepes

docker inspect docker mysql 1



M 3aTeM yKa3blBaeM I'IOJ'Iy‘-IeHHbII7I ip—a,u,pec B KOMaHOe.

ssh -p 32323 -L 9999:172.31.0.2:3306 user@remoteserver -N

Tenepb y Hac BCe MoJsly4nsoCb N OeBOrC BbIMOJHASA KOMaHay mysql -h localhost --port 9999 oH
nonagaeT Ha nopT mysgl'a, koTopbln paboTaeT B KOHTenHepe docker mysql_1, 3anyweHHOM Ha

remoteserver.

OcTasoch AaTb AOCTYN pa3paboTynky. Creayollas KOMaH4a pa3peLlaeT Nojib30BaTbCA AaHHbIM
NOPTOM Yepes BCe UHTePdENChI, @ 3HAYUT OH AO0CTYMEH He TOJIbKO AEeBOorcy, HO 1 pa3paby

(komaHpa y>xe 6ynet mysql -h devops --port 9999):

ssh -p 32323 -L 0.0.0.0:9999:172.31.0.2:3306 user@remoteserver -N



Store the output of cron jobs
In systemd’s journal

The output from cronjobs is often unceremoniously redirected to /dev/null just to keep them
quiet. This is a bad practice as you don’t get any feedback when potentially important tasks go

wrong. (If the task isn’t important, why are you running it on a schedule?)

systems provide a simple tool called systemd-cat for directing stdout and stderr to the journal.
Below is a complete example of a simple monthly cron job that will run certbot once every month
and save whatever it outputs to the journal under the arbitrary identifier “certbot-cron”. A good

identifier will make it easier to look up the output in the journal if you need it later.
@monthly systemd-cat -t "certbot-cron" /usr/bin/certbot --renew

I'll use the automated TLS certificate renewal program certbot from Let’s Encrypt as the example
command throughout this article. It serves nicely as an example of something you need to know

about if it at some point will return an unsuccessful condition.

You can then quickly look at certbot output in the journal using journalctl with the same identifier

that you gave the cron job:
journalctl -t "certbot-cron"

systemd-cat only accepts one executable with any number of arguments. You can’t run multiple
commands at once or use pipes. It will capture stdout and stderr, and assign them appropriate

properties in the journal.

You can pipe output into systemd-cat , but this will only capture stdout. Important and actionable
information will often show up in stderr, and you’d have to redirect the flow of stderr to stdout to

capture it. I'll not demonstrate this here, as | believe this is the wrong approach.

If you need to run more complex cron jobs with multiple commands, you should save them to a

script, make that executable, and then run that script through systemd-cat as a single command.



This will capture stdout as well as stderr, and keep your crontab more readable and easier to

maintain.



How to Reset Forgotten Root
Password in Debian 10

In this brief tutorial, you will learn how to reset a forgotten root password in a Debian 10 system.

This will help you regain the ability to log in as the root user and carry out administrative tasks.

So, first power on or reboot your Debian 10 system. You should be presented with a GRUB menu as
shown below. On the first option, proceed and press the e key on the keyboard before the system

starts booting.

GMU GRUB wersion 2.02+dfsgl-2@
e —— ]
{+Debian GNU/L inus '
- ACVEnced optlons tor Uellan GNO/LINUS

The highlighted entry will be executed automatically in 3s.



https://notepad.gasick.ru/uploads/images/gallery/2024-02/image-1708059694059.png

This ushers you to the screen shown below. Scroll down and locate the line that begins with linux

that precedes the /boot/vmlinuz-* section that also specifies the UUID.
GNU GEUE wersion 2.62+d
arch_hint = =y 1;
Juid --s
-g4dE8-17

B-17hd:

'Loading Linux ¢

; Jhootsvmlir
f-460d3-8 Thazdadfahl
'Lioa

initrd

complet ion
command-1ine or
MEnL-.

Move the cursor to the end of this line, just after ro quiet and append the parameter

init=/bin/bash .

Next hit ctrl + x to enable it to boot in single-user mode with the root filesystem mounted with

read-only (ro) access rights.

For you to reset the password, you need to change the access right from read-only to read-write.

Therefore, run the command below to remount the root filesystem with rw attributes.

:/# mount -n -o remount,rw /

Next, reset the root password by executing the good old passwd command as shown.

:/# passwd

Provide the new password and retype it to confirm. If all went well and the passwords match you

should get a ‘password updated successfully’ notification at the end of the console


https://notepad.gasick.ru/uploads/images/gallery/2024-02/image-1708059703262.png

Finally press ctrl + Alt + Del to exit and reboot. You can now log in as the root user using the

newly created password that you just defined.

And that’s how you reset a forgotten root password on Debian 10.



