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?7°7?7?7?7? systemd

#!/bin/bash

#CTPOYKM yKa3saHbl Ond npuMepa, ecnu TpebyeTcs yKa3aHue nepeMeHHbIX
export SMTH_CONFIG_FILE=/home/admin/.smth/config
export SMTH_CREDENTIALS_FILE=/home/admin/.smth/credentials

while true

do
1s /home/$USER
sleep 10

done

sudo vim /lib/systemd/system/smth.service
M BHOCMM B Hero cieaywuiee cogep>XaHume:

[Unit]

Description=script to do smth

[Service]

ExecStart=/home/admin/runsmth.sh

[Install]

WantedBy=multi-user.target



sudo systemctl daemon-reload

07?7?7077 2?77?77 systemd:
e YTOObI Ka)KAbIM pa3 BKJOYANCA NPU 3arpys3ke:
sudo systemctl enable smth.service -now
e MpoCTO 3aNyCTUTb CEPBUC, NPY Nepe3arpyske He 3anyCTUTbCA:

sudo systemctl start smth.service
P00 0007070707077 2707070707077 27070707077

sudo journalctl -f -n 10 -u smth.service



P70 2770070707072 270°070707070707?
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Bo BpeMsa KOMMUAALMK U HE COOTBETCTBUSA BEPCUIM CUCTEM MOXXET BO3HUKHYT rnoaobHas ownbka
/1ib/x86 64-linux-gnu/libc.so0.6: version "GLIBC 2.28' not found (required by appname)
Owwnbka roBOpMT O TOM, 4TO B CUCTEME HET BepCun GLIBC 2.28

YT00ObI Y3HATbL KakKas BEPCUS HAaXOOUTCSA B CUCTEME MOXKHO BOCMOJIb30BaThCA C/eaytoLlen

KOMaHanowm

1s /1ib/x86 64-1linux-gnu/libc

libc-2.24.s0 libcap.so0.2.25 libcom err.so.2.1 libcrypt.so.1
libcap-ng.so0.0 libcidn-2.24.s0 libcrypt-2.24.s0 libc.so0.6
libcap-ng.s0.0.0.0 libcidn.so.1 libcryptsetup.so.4

libcap.so0.2 libcom err.so.2 libcryptsetup.so0.4.7.0

OTcloga Mbl BUAMM, 4TO CUCTEMHAs BubnnoTeka oTAMYaeTCsl OT CUCTEMbI Ha KOTpon cobupaeTcs

npunoxxeHve: 2.24 sMecTo 2.28
PP°0°070707

Onsa Toro, 4Tobbl 06onTM 3Ty NpobaemMy MOXKEM BOCMNOJIb30BaTbCsA docker.
Y3HaeM Kakasa BepCcus onepauyoHHON CUCTEMbI Y HaC CTOUT:

uname -a

Linux hostname 4.9.0-12-amd64 #1 SMP Debian 4.9.210-1+deb9ul (2020-06-07) x86 64 GNU/Linux



Mbl BUAMM, YTO Halla onepaunoHHasa cuctema Debian 9.1 4To cMAbHO ynpowaeT HaM NOUCK
HY>XHOro obpasa. Haxogum B Docker hub Hy>XHbIn HamMm 006pa3, B HalleM CJlydae, BCE 04YeHb NPOCTO,
nebuaH TernpyeTt obpasbl Mo pa3HOMY K Haw obpa3 byneT debian:9.1, 3TO 3aBCUT OT aBTOPOB
obpa3a. Ero mbl 1 6yaem ncnonb3oBaTb. YCTaHaBNMBaeM HeobxoaMMble NakeTbl wget U gcc U

CKadnBaeM CBEXEHbKUN go .

1. B KopHe npoekTa Hag KoTopbiM paboTaeM co3gaeM Dockerfile .

FROM debian:9.1

RUN apt update && apt install wget gcc -y

RUN wget https://go.dev/dl/gol.18.4.linux-amd64.tar.gz

RUN rm -rf /usr/local/go && tar -C /usr/local -xzf gol.18.4.linux-amd64.tar.gz
WORKDIR /code

2. Tam Xe co3gaeM docker-compose.yml KOTOPbIA ByAeM NUCMOJIb30BaTh A1 KOMMUAALAN

NnpoeKTa:
version: "3"
services:
servicename:
build:
volumes:
- ".:/code"
3. bungnm gokep n B HeM cobupaem Hall NPOEeKT:
docker-compose build --no-cache
docker-compose run servicename bash -c 'export PATH=$PATH:/usr/local/go/bin && GO0S=1inux

GOARCH=amd64 go build -o bin/appname .

MNepByto KOMaHAY B AafibHENLIEeM MOXHO He 3anycKaTb.
PPP0°0°070707277

TaknM cnocobomM MOXXKHO pellaTb pas/inyHble NpobsieMbl BO3HUKaOWMe Npu cbopke NpuioXKeHms

Ha OKPY>XXEHUAX OTJIMYHbIX OT TOr0 OKPYXXeHUs rae byneT nponcxoanTb paboTa. Tak B ciyyae



HeobXxoaAMMOCTN, MOXKHO N3MeHATb Dockerfile oo cTocToAHNE BAN3KOro K coCcToAHUIO paboyero

OKpPY>XeHus. B 3ToM cnydae KoMaHOa docker-compose build --no-cache obs3aTenbHa.



P00 20707077 ? 2797?77?77 ssh

e d N ddddddddd
P70P0700070707072 2 27070707070707?7
P7070?70707.

TpeboBaHus:

1. YoaneHHsbIn 4oCTyn OOJIKEH MMETb HAaCTPOEHHbIN ssh cepBep
2. JlokanbHO JoJKeH BbITb JOCTYyMNeH koY id_rsa

3. NMybnnyHas YacTb KJOYa A0/HKHa ObITb Ha yAaleHHOM cepBepe

HacTponku:

[Unit]

Description=SSH tunnel

[Service]
ExecStart=bash -c "ssh -i /PATH/T0/id rsa -L 0.0.0.0:9999:1ocalhost:8010 USER@REMOTE.HOST -N"
Restart=on-failure

EnvironmentFile=/etc/environment

[Install]

WantedBy=multi-user.target

Mbl FOBOPUM, 4TO Ha XOCTe REMOTE.HOST Mo aapecy localhost:8010 AOCTYMHO MPUIOXKEHMNE, N €ro

Mbl MarnMpyeM Ha JI0KaJIbHbIA KOMMbOTEP Ha nopT 9999.

Tenepb yoaneHHO npuioxxeHue sucsuiee Ha nopty 8010, 4ocynHoO IOKaIbHO, HO Ha MopTy 9999.

Jlioboe noakstoyeHne nayliee Ha localhost:9999 KOMMbOTEPA Ha KOTOPOM 3arMyCcKaeTcs CepBuUC



byneT yxoauTb Ha REMOTE.HOST 4epe3s ssh TyHenb.

0.0.0.0:9999 - nMoakJvYeHne byaeT OOCTYMNHO He ToNIbKO Ha localhost HO 1 elle B NOKaNbHOMN

CeTU KOMMNbloTEpPa Ha KOTOPOM 3anyLleH TEKYLLNA CEPBUC. 0.0.0.0 MOXXHO He MucaTb.

systemctl start/stop SERVICENAME.service
start/stop - BblﬁepVITe 4YTO-TO OOHO, U 3anyCKaeM N oCTaHaBJZINBaeM

Ecnu demon npocuT nepesarpy3suTb KOH(MUIY - Nnepesarpy>xaem

systemctl status SERVICENAME.service
nin

P00 0707070707

OnucbiBalo peasibHY CUTyaLMiO: eCTb yaasleHHbIn cepBep (Ha3oBeM ero remoteserver), Ha HEM
KPYTATCH HECKOJIbKO KOHTENHEPOB, OAUH U3 HMUX 6a3a gaHHbIX (NycTb 6yaneT docker mysql_1).
PazpaboTuunky (ero komn nycTtb 6yaeT developer), HaxoasWeEMYCS B OHOW JIOKaJIKe C AEeBOMNCOM
(ero xocT - devops) noHagobuncsa gocTyn K mopTy mysql Ha TOM yaaneHHOM cepBepe. M3 Hux

OBOUX TONbLKO Y AeBOMnca eCcTb AOCTYN A0 cepBepa (remoteserver) - no ssh.

To ecTb, pa3paboTyMK Xo4eT 3anyCTUTb NPUIOKEHNE (KOTOpOe 3anpoCUT XOCT, MOPT, JIOTUH,
MapoJib), YKa)KeT 3TOMY NPUIOXKEHNIO HAaCTPONKN N OHO O0JI)KHO COeANHNTbLCSA € 6a30M OaHHbIX,

KOTOpaAaA HaxognTcqa Ha yaaJiIeHHOM CepBakKe B KOHTeI7IHepe, MOPT KOTOPOIro He r|p06p0LueH.



KoHe4yHOo, MOXXHO fobaBuTb npobpoc nopTa B docker-compose nam nepesanyCTuTb OTAE/bHbIN
3TOT KOHTEeMHEepP C HY>XHbIMW NapaMeTpaMu, HO Kak ceflaTb BCe 3TO He Tporas KoOHTenHep, He

nepesanyckas u He yCTaHaB/IMBasi HU O4HOW NPOrpaMMbl HU Ha O4HOWN MalUUHe.

OTBeT - MoCNefHAa KOMaHOa 3Ton CTpaHWnUbI.

Tenepb no NopAnKy: ssh MoXkeT co3aaBaTb TYHHENN, HpOGDaCbIBaH BHYTPEHHWE MNMOPThbl CEPBEPa

Ha MalUMHY, C KOTOPOW GbiNa 3anyLleHa KoMaHaa.

Hanpumep, cneayouias KOMaHaa, eCqiv ee BbiNOJIHUT AEeBOrNC, OTKpPbIa 6bl Ha ero MalnHe
(devops) nopT 9999, koTopbI 6bIN BbI CBsI3aH ¢ NopToM 3306 (Mmysql) Ha cepBepe remoteserver.

3ToT nopT 6bin 6bl AOCTYNEH TONIBKO €My, TaK Kak OTKpbIaCcA 6bl Ha nHTepdence localhost.

ssh -L 9999:1localhost:3306 user@remoteserver

Ecnn ona nooknoyeHus NCrnonb3yeTcs HeCTaH,D,apTHbIVI NnopT, TO HE HY>XHO 3abbIBaTh 3TO

yKa3blBaThb:

ssh -p 32323 -L 9999:1localhost:3306 user@remoteserver

Ho MHe Ka)keTcs, 4TO XopoLlen npakTukomn 6b1s10 Bbl BKIIOYUTL Takme HacTponkuy B .ssh/config.

Hanee, ecnn HaMm He HY>XXeH CaM SSh-TyHHEﬂb, a TOJIbKO OOCTYN K NOpPTY, TO Mbl MOXKEM HE

3aMnyckaTb UHTeprpeTaTop:

ssh -p 32323 -L 9999:1localhost:3306 user@remoteserver -N

TyT Mbl BCMOMHWIW, YTO JIOMUTLCA HY>XHO He Ha localhost, a Ha onpedeneHHbI XOCT, LOCTYMHbIN
eMy no ceTu (BUPTYyasbHON UM peaibHON - He BaXXHO). CMOTPUM ip-aZipec HY>XHOIro Ham

KOHTelHepa Yyepes

docker inspect docker mysql 1

N 3aTeM yKa3blBaeM MoJsly4eHHbIN ip-agpec B KOMaHae.

ssh -p 32323 -L 9999:172.31.0.2:3306 user@remoteserver -N



Tenepb y Hac BCe MOJIy4YUSI0Cb U OEBOMC BbIMOJHASA KOMaHay mysql -h localhost --port 9999 oH

nonagaeT Ha nopT mysql'a, koTopbin paboTaeT B KoOHTenHepe docker mysql 1, 3anyweHHOM Ha

remoteserver.

OcTanoch AaTh A0OCTYN pa3paboTynky. Creaylollas KOMaHaa paspeLllaeT Nofb30BaTbCA AaHHbIM
NOpPTOM Yepes BCe UHTEP(ENChI, @ 3HAYUT OH AOCTYMEH He TOJIbKO AeBOorcy, HO 1 pa3paby

(komaHpa y>xe 6yget mysql -h devops --port 9999):

ssh -p 32323 -L 0.0.0.0:9999:172.31.0.2:3306 user@remoteserver -N



Store the output of cron jobs In
systemd’s journal

The output from cronjobs is often unceremoniously redirected to /dev/null just to keep them
quiet. This is a bad practice as you don’t get any feedback when potentially important tasks go

wrong. (If the task isn’t important, why are you running it on a schedule?)

systems provide a simple tool called systemd-cat for directing stdout and stderr to the journal.
Below is a complete example of a simple monthly cron job that will run certbot once every month
and save whatever it outputs to the journal under the arbitrary identifier “certbot-cron”. A good

identifier will make it easier to look up the output in the journal if you need it later.
@monthly systemd-cat -t "certbot-cron" /usr/bin/certbot --renew

I'll use the automated TLS certificate renewal program certbot from Let’s Encrypt as the example
command throughout this article. It serves nicely as an example of something you need to know

about if it at some point will return an unsuccessful condition.

You can then quickly look at certbot output in the journal using journalctl with the same identifier

that you gave the cron job:
journalctl -t "certbot-cron"

systemd-cat only accepts one executable with any number of arguments. You can’t run multiple
commands at once or use pipes. It will capture stdout and stderr, and assign them appropriate

properties in the journal.

You can pipe output into systemd-cat , but this will only capture stdout. Important and actionable
information will often show up in stderr, and you’d have to redirect the flow of stderr to stdout to

capture it. I'll not demonstrate this here, as | believe this is the wrong approach.

If you need to run more complex cron jobs with multiple commands, you should save them to a
script, make that executable, and then run that script through systemd-cat as a single command.

This will capture stdout as well as stderr, and keep your crontab more readable and easier to



maintain.



How to Reset Forgotten Root
Password in Debian 10

In this brief tutorial, you will learn how to reset a forgotten root password in a Debian 10 system.

This will help you regain the ability to log in as the root user and carry out administrative tasks.

So, first power on or reboot your Debian 10 system. You should be presented with a GRUB menu as

shown below. On the first option, proceed and press the e key on the keyboard before the system

starts booting.

GhU GRUB wersion 2.82+dfsg
—_————————————————————
+Debian GHU/L inux 1
| ACRENCED OpT LOns Tor UeDlan GHUACINN I

18 ._|:||:|‘t ing or s |_:'- far
The highlighted entry will be



https://notepad.gasick.ru/uploads/images/gallery/2024-02/image-1708059694059.png

This ushers you to the screen shown below. Scroll down and locate the line that begins with linux

that precedes the /boot/vmlinuz-* section that also specifies the UUID.
GNU GEUE wersion 2.62+d
arch_hint = =y 1;
Juid --s
-g4dE8-17

B-17hd:

'Loading Linux ¢

; Jhootsvmlir
f-460d3-8 Thazdadfahl
'Lioa

initrd

complet ion
command-1ine or
MEnL-.

Move the cursor to the end of this line, just after ro quiet and append the parameter

init=/bin/bash .

Next hit ctrl + x to enable it to boot in single-user mode with the root filesystem mounted with

read-only (ro) access rights.

For you to reset the password, you need to change the access right from read-only to read-write.

Therefore, run the command below to remount the root filesystem with rw attributes.

:/# mount -n -o remount,rw /

Next, reset the root password by executing the good old passwd command as shown.

:/# passwd

Provide the new password and retype it to confirm. If all went well and the passwords match you

should get a ‘password updated successfully’ notification at the end of the console


https://notepad.gasick.ru/uploads/images/gallery/2024-02/image-1708059703262.png

Finally press ctrl + Alt + Del to exit and reboot. You can now log in as the root user using the

newly created password that you just defined.

And that’s how you reset a forgotten root password on Debian 10.



